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(U} Executive Summary

(UAFOUD) Bitcoin—a decentralized. peer-to-peer (P2P) network-based wirtuwal currency—
provides a venue for individoals w generate, transfer, launder, and steal illicit funds with some
anonymity. Bitcoin offers many of the same challenges associated with other virual curren cies,
such as WebMoney, and adds unique complexities for investigators because of its decentralized
nature.

(U/FOUQ) The FBI assesses with medium confidence” that, in the near term, cyvber criminals
will treat Bitcoin as another pavment option alongside more traditional and established virtual
currencies which they have litle reason to abandon. This assessment is based on [luctuations in
the hitcoin exchange rate in 20011 and limited reporting indicating bitcoins are being accepted as
pavment by some cyber criminals.

(UAFOLICY) The FBI assesses with low confidence, based on current user and vendor acceplance,
that malicious actors will exploit Bitcoin o launder money. This assessment is based on
ohserved criminal activities, investigations, and prosecutions of individuals exploiting other
virtual currencies, such as e-Gold and WebMoney. A lack of current reporting specific w Bitcoin
resiricts the confidence level.

(UAFOLUO) Even though there is no central Bitcoin server to compromise, the FBI assesses with
high confidence, based on reliable industry and FBI reporting, that criminals intending o steal
bitcoins can target and exploit third-party bitcoin services and an individual’s Bifcoin waller.
Malicious actors can compromise personal computers and accounts using malware and hacking
techniques to steal users’ bitcoins and use botmers 1o generate bilcoins.

(UAFOUO) Bitcoin will ikely continue to attract cyber criminals who view it as a means o
move or steal funds as well as a means of making donations tw illicit groups. I Bitcoin stabilizes
and grows in popularity, it will become an increasingly useful tool for various illegal activities
beyond the cyber ralm. Since Bitcoin does not have a central ized authority, law enforcement
faces difficulties detecting suspicious activity, identifying users, and oblaining transaction
reconds—problems that might attract malicious actors o Bitcoin. Bitcoin might also logically
attract money launderers and other criminals who avoid raditional financial svstems by using the
Internet to conduct global monetary transfers.

(UAFOLIO) Although Bitcoin does not have a centralized authority, the FBI assesses with
medium confidence that law enforcement can identify, or discover more information about
malicious actors if the actors convert their bitcoins into a ffar currency. Third-party bitcoin
services may require customers 1o submit valid denufication or bank information w complaie
transactions. Furthermore, any third-party service that qualifies as a money fransou e r must
register a8 a money senices business with the Financial Crimes Enforcement Network (FinCEN)
and implement an anti-money lsundering program.

" (L) See Appendix A for a glossary oftemms. All tems included in the glossary are imlicized on their first use.
AL Bee Appendix B for a description of confidence levels
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the confidence level. Since Bitcoin does not have a centralized authority (see text box on page
six), law enforcement [aces difficulties in detecting suspicious activity, identifving users, and
obtaining transaction records—problems that might attract malicious actors to Bitcoin. IT Bitcoin
becomes more widely accepted among vendors and users, the FBI anticipates seeing increased
Bitcoin money laundering activities.

o (UAFOUD) Asof June 2011, organized criminal groups were using an online role-
plaving game o facilitste money laundering by purchasing virual game currency with
the proceeds of criminal activity, according 1o an FBI sub-source of unknown reliability
whose reporting has not been corroborated. The virwal game currency was used o

: : : i =M
purchase in-game virtual items that were then sold to other plavers for “clean money.

* (UAFOUD) In August 2000 an FBI source with direct acoess but of und eter mined
reliability stated that he used fake names o register for WebMoney, a viral currency
electronic payvment system, accounts which he used as part of a money laundering service.
The source catered o cvber criminals who earned money [rom carding activities but who
were not able to ransfer money out of the United States by themselves, ™

(UAFOUCY) The FBI further assesses with medium confidence, based on previously witnessed
misuse of other virtual currencies, that malicious actors could increase their anonymity by
laundering their bitcoins through third-party Bitcoin services registered outside the US. Some of
these services act as exchangers or transmitters {see text box on page eight ) that convert virtual
currencies to fial currencies {or other virtwal currencies) or transfer bitcoins between members.
Offshore services may provide additional anonymity by allowing currency exchange or money
transfer without verifving user identification or enforcing an v monetary exchange limits.

*  (LIAFOUD) As of June 2000 unknown subjects created 3,000 online me mbership
accounts using 16,000 bank accounts at a US banking institution, according Lo a source
with direct access and whose information has been corroborated. Using the online
accounts, the perpetrators obtained fravdulent funds from victims by receiving payments
for nonexistent auction iems: these funds were then used 1o purchase gold from gold
farmers. The subjects then sold this gold for real .I':IH'.I'.I'.li“P—'I.lL'II others nod linked 1o the
malicious actors—using a dedicated third-party service.”

* (UAFOUY) As of February 2000, an identified individual operated a Web site offering
money laundering services where cyber criminals could view the progress of their
transactions, according to a reliable, -:nll.jhﬂr.m-.e source with excellent access. The
mdividual laundered mone v using WebMﬂne;.-
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(U7 On 19 June 2001, a compromise involving the third-party bitcoin trading platform M
Gox led to an attempt o sell 57 million in bitcoins, driving the rading price 1o near zero
before trading was suspended. *-4-+

*  (LWFOUD) According w a complaint received by the FBI's Internet Crime Complaint
Center in April 2011, an individual had 680 bitcoins stolen from his online game site. At
the time of this incident the marketl price was 58 per bitcoin, creating a loss of $5,440.%

(L) Theft of Services for the Purpose of Mining Bifcoins

(UAFOLIO) FBI and open source reporting indicates that malicious actors can ex ploit the way
bitcoins are penerated by compromising victim computers and instructing them to mine bitcoins.
Criminals first install malware on a victim’s computer, then use these compromised computers 1o
generate hilcoins.

*  (LAFOUCD) An identified Internet security researcher who has reporied reliably in the
past identified ZeuS malware that installed software that mined bitcoins. This ZeuS
software was spread by links placed on an identified social networking site. ™

* (U} According to unconfirmed open source reporting from a major periodical whose
teporting has proven reliable in the past, a botnet made up of 100K infected computers
could be used w generate 57,500 worth of bitcoins per day, at late June 2011 exchange
rales, by using the computing résou rees of victim machines.

(L) Since large-scale bitcoin mining requires a large amount of costly processing power and
electrical energy, some miners have resoried o “bormwing” processing power [tom large
computing ¢lusters through computer intrusion. In addition o unauthorized access 1o networks,
there have been incidents where unauthorized use of a network had been linked 1o Bitcoin

1T ning.

* (LAFOUD) FBI reporting from a reliable source indicated that in late May 2011, an
unknown actor usad several machines on a computing cluster at an identified Midwestern
university o manufacture bitcoins. ™ As of 26 May 2011, two IP addresses were used o
compromise 22 machines and six computer clusters. On 29 May 2011, two different TP
addresses compromised an additional five workstations and two compater ¢lusters. The
utiknown actor then used the compromised computers Lo socess netwaorks at three other
identified universities and ied o gain aCess Lo wo povernment Facilities.

*  (LUAFOUD) According o unconfirmed open source reporting, a sysem sdministrator for

acollege near New York City admined in a May 2011 interview o using the school’s
computers for Bitcoin mining unbeknownst o the school ™
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(U} Outlook and Implications

(UAFOLIO) Biteoin will likely continue to attract cvber criminals who view it a8 a means o
transfer, launder, or steal funds as well as a means of making donations w groups participating in
illegal activities, such as hactivisis. As long as there is a means of converting bitcoins into real
mofie v, criminal actors will have an incentive to steal them. Since maintaining anon vinity while
using Bitcoin requires that users not exchange or transfer their bilcoins using third-party bitcoins
services that require real world account information, the use of bitcoins 10 make donations o
disreputable groups (which can be done within the Bitcoin P2P system) will likely remain one of
the most popular uses for the virtual cumrency.

(UAFOLUIO) IT Bitcoin stabilizes and grows in popularity, it will become an increasingly useful
ool for various illegal activities be yvond the cvber realm. For instance, child pornograph v and
Internet gambling are illegal activities already taking place on the Internet which require simple
pavment transfers. Bitcoin might logically attract money launderers, human traffickers, terrorisis,
and other criminals who avoid traditional financial svstems by using the Internet to conduct
global monetary transfers.

(UAFOLIO) Although Bitcoin does not have a centralized authority, the FBI assesses with
medium confidence that law enforcement can discover more information about, and in some
cases identily, malicious actors, if the actors convert their bitcoins into a fiat currency. Third-
party bitooin services may require customers o submit valid identification or bank information
1o complete transactions. Furthermore, any thind-party service that qualifies as a money
transmitter, and therefore a M5B, must register with the FinCEN and implement an anti-money
laundering pmgmm.“

(L) Intelligence Gaps

*  (LAFOUD) Who is using Biteoin to circumvent BS A regulations {e.g., money
launderers)?

*  (UAFOUD) Which third-party Bitcoin services support illegal activity?

o (UAFOUCD) Which criminal, nation state, and terrorist organizations are using Bitcoin o
finance their operations?

(U} Intelligence Collection Requirements Addressed in Paper

{(UAFOLIO) This intelligence assessment will address requirements contained in the following
FBI National Standing Collection Requirements topics: Botnets contained in WW-BOT-CYD-
SE-0027-11, Money Laundering contained in USA-MLA-CID-SR-(032-10, Cyber Intrusions
with a Criminal Nexus contained in WW-CYBR-CY D-5R-0061-10, and Virmal Worlds/Online
Games contained in WW-CYBR-CYD-5R-0028-1 1.

(L This assessment was prepancd by the Domesiic Theeats Cyber Inielligence Unit, Technology Cyber Intelligence
Unid, and the Financial Crimes Intelligence Unit ofihe FBL. Comments and querics may be addiessoed s the wunii
chiefs at 002-651-3051, 202-651-313% or 202-324-8629, respectively.
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(U} Appendix A: Key Terms

(L) Bitcoin wallet: A data file that stores bitcoin currency {see appendix C). A user downloads
software Lo a personal computer or may use an online, third-party provider o create a wallet
(often called an eWallet) o store bitcoins.

(U} Botnets: Any group of two or more computers and/or mobile devices that are controlled
and/or updated remodely for an illegal purpose. Bomets can be used w perform denial of service
atiacks, send spam e-mail, host illegal content, and may aid in most other types of online
criminal behavior,

(U} Carding: the act of trafficking and/or fraudulent use of stolen cradit cand account
information.

(U} Decentralized: No central administration, issuing authority, or database.

(U/FOUO) Cyber inderground: The extensive network of members engaged in cyber crime
activities that have a unique language, an underground economy, a set of expectations about its
me mbers” conduct, and a system of social siratilication based on knowledge, skill, and activities.

(L) Electronic payment systems: Provide a secure means of transferring money among parties
1o [acilitate e-commerce and operate using real money or virtual currency. Electronic pavment
svstems either allow pavments to be made berween users, vendods, and other merchants, or they
only allow payments o be made between usems or accounts. There is both a regulated sector and
a sector operating outside regulatory systems.

(U} Exchangers: Online entities that, for a fee, convert cash, virtual currency, or digital gold
currency into the type of currency requested. In general, individuals must use an exchanger o
deposit money into an electronic payment sysiem account, unless the electronic pavment sysiem
has a physical location. Due to this fact, exchangers are a vital part of the money fow for
electronic payment systems and virtual currencies.

(U} Fiat Corrency: Money that has value solely due 1o govemment reégulation or law. Most
medern currencies, such as the US dollar and the Euro are fial currencies.

(L) Freenode: An open source soft ware-focused Internet relay chat network.

(L) Hacktivists: Individuals or groups who attack computer systems to draw atlention o a
particular issue, influence public opinion, or punish perceived entities who oppose their
weological positions.

(L) Internet Relay Chat (IRC): A [orm of real-time Internet synchronous conference, mainly

designed for group communication in discussion forums called channels, but also allowing one-
lo-0ne COMmIMUNICALINN via privale messages.
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(L) Malware or malicions software: Computer soltware that facilitates illicit activities, 1o
include data ex filtration, denial of service attacks, fraud, and spam dissemination.

(U} Mining, Bitcoin (also known as Bitcoin Creation, Bitcoin Generation, and Bitcoin
Manufacturing): The process of allowing the Bitcoin network 1o use a computer’s resources in
exchange for the possibility of earning bitcoins. The more computing power a user offers, the
mire likely they are to receive bitcoins.

(L) Money services business (MSB): Any person doing business in one or maore of the
following capacities, wholly or in substantial part within the United States: 1.)dealer in a foreign
exchange; 2.) check casher: 3.) issuer or seller of traveler’s checks or money orders; 4.) issuer,
seller, -.wwraJeen'-Ef of stored value: 5.) money transmitier; 6.) U.S. Postal Service (31 CF.R.
103.11).

(U} Money transmitter: A person that provides money transmission services. The term “money
lransmission services means the acceptance of currency, funds, or other value that substitutes
for currency [rom one person and the transmission of currency, fund, or other value that
substitutes for currency to another location or person by any means.™

(L) Peer-to-Peer (P2P): A tvpe of network in which each workstation has equivalent
capabilities and responsibilities. P2P is typically used for the transfer of data from one peer to
another and ane free programs that can be easily downloaded from the Internet. P2P file-sharing
is the primary source for pirated software. Some popular examples include Limewire, Kazaa, and
Ginutel La.

(L) Pablic Kev Cryvptography (PRI A lrame work for creating a secure method for
eéxchanging information based on public key cryptograph v. PRI uses a certificate authority (CA),
which issues digital certificates that authenticate the identity of organizations and individuoals
over a public svsiem such as the Internet.

(L) Real money: Coins or paper notés issued and backed by a povernment and used as a
medivm of exchange and measure of value.

(U} Yirtnal currency: Something used on the Internet that is in circulation as a medium of
exchange but is not backed by a gover nment.

(U} ZenS Trojan: malicious software used by cyber criminals 1o steal online account
credentials.
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Appendix B: Confidence Levels

(U} High confidence generally indicates that FBI judgments are based on high-quality
information from multiple sounces or a single highly reliable source, or that the nawre of the
issue makes it possible o render a solid judgment.

(U} Medium confidence penerally means that the information is interpreted in various wiays,
that the FBI has aliernating views, or that the information, while credible, is of insufTicient
reliability 1o warrant a higher level of confidence.

(U} Low confidence generally means that the information is scant, questionable, or very

fragmented: that it is difficult to make solid analviic inferances: or that the FBI has significant
concerns of pioblems with the source.
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Distributiomn

DIVOCA

LEO

SIPRNet

TWICS

NCTC 5 and TS

LI

Australian Federal Police (AFF)
Metropolitan Police—Police Central e-Crime Unit (PCell)
Mew Zealand Police

Royval Canadian Mounied Police (RCMP)
Serious Organised Crime Agency (S0CA)
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(L Emidnotes

"{U Internet site; Bitcoinchans. com: “ M. Gox (USDvdwollatSEPAY™

Rt bidecinchar s oomimar ketsfmigos LS Dhiml: acoessed on |8 Apil 2002 the sousce provides financ il and
technical data relaked to the Bitosin network and uses daily iniervals & display information. While this information
miay contain biases, the FBI assumes the information is generally indicative of the troe state of the Bitosin eoonomy.
* (U Imemet site; Bitcoin Block Exploner; “1otal be™ hitp:hlocke x ploter comdgfiotalbe; socessed on 18 Aprl
2012; The sourc: is a Web site that posts information aboul Bitooin wansactions besed on oode dieveloped by a
vinlunizer . While this may contain inasccuracies, the FBI assumes the information & generally indicative ofthe tne
state of the Bitcein economy.

* (U Inemet site; Bitcoinehans.com; “ Markes™: httpfbiceinchans comfmarkets; acoessed on 18 April 2002 the
spurce provides Ninancial and technical data related io the Bitcoin netwoedk and wses daily indervals o display
information. While this informstion may contain biases, the FBI sssumes the information is generally ndicative of
the e state of the Bilcoin economy.

* (U Inbemeet site; Bitooinchans.com: “ M. Gox (LS Dvdwolla/'SEPAY™

hitpebidc cinchar i comdchans/mieex LS D_trades him; accessed on L8 Agpril 2002 the source provides financial
and tochnical data relaked io the Bitosin nemwork and uses daily intervals 1o display information. While this
information may contain biases, the FBI assumes the information 5 generally indicative of the tnue state of the

B icoin econdsmy.

L ey edr. endnoie 1.

" (U Imemet site; Github: “Bitcoinbitcoin™: hatps:figithub. com/bitcoinitosing accessed on 19 April 20102; the
apurce i a oode sharing Web site where developers can work and submit changes.

;'{L:'J Internet site; Bitooin Wiki; “Trade™; hups:fenbitooinit'wikiTrade; acozssed 18 Apeil 20102; The source i a
community wiki aimed at allowing anyoene o frecly document infomation about Bicoin. Users must create a free
acoount with a valid e-mail address 1o edit te Bitcsin Wiki. While this wiki is edited by the community and may
contain higses, the FBI assumes the information accusately reflect businesses which accept bitooins as payiment.

: (L FBL: lnteligence Assessment: (D7) Cwlber Canited Exgpelodboion of Electronic Poavenens Svskeses el Virneed
Carrencies; 23 February 200 1.

* {1 Inbermet site; Bitooin Block Exploser; hitpefblocke xplotercom; accessed 18 Apeil 2012; The souro: is a Web
site that posis infomiation about Bilcoin imnsactions based on code developed by a volunteer. While this may
condain insccusacies, the FBI asumes the information is generally indicative of the woe state of the Bilcoin

EC Y.

"YU Inemet site; Bitcoin.org: “Abou Bitooin™ hapeih itos in.org/shout. him]: acoessed on ' February 2012
Bitcoin.erg is the oficial Web site of Bitcoin. While this information may contain hiases, the FBI assumes the
information i generally indicative of the true state of te Bitcein econemy.

"Ly Insemet site; Adrian Chen; Gawker; “The Underground Websie Where You Can Buy Any Drug Imaginshle™;
I June 201 1; hip:Seawhker com/SR0592 Lihe -under ground-we baie-whe re -you-can-buy-any-drug-imaginable;
accessed on 2 June 200 1: The seurce is an online blog-orienied media site ownad by Gawker Media.

“ AUy, et endnote 10,

SN Ivemet site: Bitcoin Wiki; “Network™ htps:fenbitcoin. tfwikiNetwork; acomsaed on 9 February 2012 the
surce B a communiy wiki aimed s allewing anyone 1o freely document information about Bitesin, Users musi
creaie a Free accound with a valid e-mail address o edit the Bitooin Wik While this wiki & edited by the community
and may contain biases, the FBI assomes the information is generally indicative of the tnee staie of the Bitcsin

CC Y.

U Inemet Anticle: Jason Mick: Daily Tech: “Cracking the Bitcoin: Digging Into a $13 1M USD Vinual
Curency™; 12 June 2011,

haipefwewewe . dailytec hooomdCracking #he +Bic oin+Digging+ Into+a+ 1 3 [ US D Yinual+ Correnc yfanicle? [RTH.n
m} accessod on® December 201 1; The source is an online magaz ine publishing news, research and discussion on
current and upooming scieno: and infornation echnology bsues

Py Oaline Article; Fergal Beid and Manin Harrigan; University College Dubling “An A nalysis of Ancaymity in
the Bitooin System™; 22 July 201 1; hitp:Varxiverg S _cachefarsivipdff L LOTL DT A524v Lpdf; accessed on 20
Drecembser 200 1 The suthoss are researchers with the Clique Besearch Claster at University College Dubling Ireland.
" (U Indemet sie: Bitcoin Wiki: “ Anonymity™: hitps:Ven bileosin it ki/Ancaymity; scoesed on @ February 2012
the sowros s a8 community wiki aimed at allowing anyone (o freely document information abom Bitooin, [sars nust
creaie a Free account with a valid e-mail address ioedit the Bitooin Wikl While this wiki & edited by the community
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and may contain biases, the FBI asumes the information is generally indicative ofihe tnee state of the Bitosin

CC Y.

YU Invemet site; Bitcointalk Forum: “Paiching the Bitooin Client to Make it More Anonymous™: 30 June 2011

haips:Shicointalk. oredindes. phpfopic= 24T map 30766 | #msg 30706 | accessed on P Febouary 2002 the souscs is

a forum dedicated w Biicoin discussions. Whilke this infos maton may contain biases, the FB I assumes the

infornmion & generally indicative of the irue siste of e Bitcoin development comnmunity.

Yy Indemet site: Timothy Lee; Forbes: “How Privaie are Bitcoin Transactions™; 14 July 2001,

haapeSrwoww. fior bes comAitesinmothylee 201 LAY L how-private-ane-bilosin-ransactions; accessed on 9 Rebruary

2012; the source & an adjunct scholar st the Cato instituie with & masier's degree in computer science. He b a

coniribuior 1o Forbes, an Intemet madia company providing commentary, analysis, tools and real-fime reponting o

husiness and investment keaders.

Uy Insemet site; Thomes Lowemhal, Active Rhetoric Blog; “Bicoin: More Covent than it Looks™; 14 July 2011,

hitpefac tivie rhetor i wordpre ss. oo 2001 LAY Bitooin- mose -coven - than-it-leoks: acoessed on'® Rebruary 20012 the

spurce & a blop.

A {UNFOUD) FBL; IR 4 213 0829 12; 12 December 200 1; 18 Ocwber 201 1; “{UVFOUO) Identification of

Individual Using Online Moniker 'Cipher” Selling & Zeus Trojan Bownet on an [dentified US Web site & of October

20017 UNCLASSIREDWFOR OFFICIAL USE ONLY; UNCLASSIFIEDVROR OFFICIAL USEONLY: A

col laborative sowrce with good acoess, none of whoese reporting has been comroboraied for les than one year.

. eir endnote 1 1.

= {USPOUD) FBL: 17 June 2001 June 2011 FBI Case Infornation; UNCLASSIFIEDSFOR OFFICIAL USE

ONLY UNCLASSIFIEDG DR OFFICIAL USEOQNLY! an FBl source, some of whose reposting has been

oo s ated bt that has reporied for less than one year.

o (L Indemiet sie; The Next Web: ' Luaksec Claims to Have Beozived Onoer % 18,000 in Donations™; 24 June 201 1;

htpe Sthenesiwe booominsider 2001 LA 245 ule sec -claima-to- kave-nec el ved-over - | B000-wonh-of-donat ions’;

acozssed on 12 Octoher 201 1; the source & a technology blog publis hing news and views from an indemational
apectivie.

E:EU#I-ﬂL{ﬂj FBIL; 3 June 200 13 237 May 2011; FBI Case Information; UNCLASSIFIED; an FBI sub-source of

unknown reliahility whose neponting has ned been comroboraed.

= {UAFOUD) FBI; 10 August 2010; & August 2009; FBI Case Information; UNCL ASSIFIEDYFOR OFFICIAL

USEONLY: UNCLASSIFIEDYHDIR OFFICIAL LTSE ONLY: An FBIsource with firsi-hand sacoess ioihe

information and whose reliability cannod be determined.

H{UAPOUD) FBL: IR 4203 4056 11; 15 August 20019 June 2000; “{UBRDUD Crestion of Bank Accounts by

an [niernet Bod For Use ina Massively Multiplayer Online Bole Playing Game and E-Conmmence Payment Sie

Scheme, June 20007 UNCLASSIFIEINEDE OFFICIAL USEONLY; UNCLASSIFIEDWFOR OFFICIAL LISE

ONLY: the source is an FEI agent.

“HUNFOUD) FBL; HR; 4 213 4947 0% 11 Angus: 20090 18 February 2009, “{LUYFOUO) demification of Money

Laundering Web Site Operated by Individual Linked 1o Imemet Fraud Schemes, a5 of Rebnary 200607,

UNCLASSIFIEDGFOR OFFICIAL USEOQNLY: UNCLASSIFIEDWHRDIER OFFICIAL USE ONLY: A collaboeative

source with excellem access, much of whose reporting has been oormeboraied over the past two years. Source spoke

in confidence.

U Inemeet site; Bitcoin Wiki: “Selling Bitcoins™ hups:fenbitcoin. ifwikiSelling_bikoins, acozmsed on 9

Febouarny 20012 the spurce is & community wiki aimed at allowing anyone 1o freely document information ahoud

Bilcoin. sers nmst create a froe scoount with a valid e-mail addsess toedi the Bitooin Wild. While this wiki is

adited by the community and may contain bizses, the FBI ssumes the infosmation is generally indicative of dhe e

atate of the Bitosin econosmy.

U It site; Bitcoin Wiki; “Buying Bitooins™, hitps: fen. bitcoin. ivwiki/Buying_bitcoins; scorsand on'9

Februany 2002: the source isa community wiki aimed at allowing anyone to freely document infrmation absout

Bilcoin. Users must create a free scoount with a valid e-mail addsess o edit the Bitooin Wild. While this wiki is

adited by the community and may contain biases, the FBI assumes ihe information is generally indicative of the e

state of the Bitooin eoonomy.

L Iniemeet site: Bitcoin Wiki: *Secure Trading™; hips: /e n. bitcoin. ivwikifSecure_Trading: acoessed on 9

Febouarny 2012, the source isa community wiki aimed at allowing anyone 10 freely docoment infoomation shou

Bitcoin. [lsers nust create a fhoe acoount with a valid e-mail addsess e edil the Bitcoin Wiki. While this wiki is

edited by the community and may contain hizses, the FBI sssumes the information is gencrally indicative of the iroe

state of the Bitcein economy.
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* L) Iviemeet site: Jason Mick: Daily Tech: * Internet Digital Black Friday: First Biteoin “Drepression™ Hits™; 10
Jumne 201 1; Mips:dfwww. dailyiecheonDigital+ B lack+Friday+Firsi+Bicoin+ De pression+ Hits&micle2 1BV hiny;
accessed on 16 June 2010 1; The sowce is an online magazine publishing news, rescarch, and discussion on curment
and wpooming scienoe and information techmnelegy isues.
(1 Iniemeet site; Biicoin-ode; “#hitcoin-otc markewplace™; huip:ibitcoin-oic.com; accessed on 14 Ociober 2011
The spurce B an online markeiplace for the exchange and sales of bitosins.
F Uy Intemet sie: Bicein Wiki: @ Lsing bitcoin-eic™; hiypeifwild bitcoin-otc comdwiki/Usingbilcoin-oic; aocessoed
i 2] June 200 12 the sounoe 58 community wild aimed st allowing anyome 1o Teely document infos mation aboa
Bitcoin. sers mmst create a froe acoount with a valid e-mail addsess toedit the Biteoin Wild. While this wiki is
adited by the community and may contain inaccuracies, the FBI assumes the infomation is generally indicative of
thae true state of the Bicoin community.
U yDaline publication; Federal Begister Vol 76, Ko, 140; “Bank Secrecy Act Regulations; Definitions and Onher
Repulations Relating to Money Services Businesses™ 21 July 201 1; hapfweww. oo pov idsysiphkgFR-201 1-07-
21 pd 201 1-1 83089 pdf; accessed on % March 2012 ; pages 4358513597,
% (U Dndernet siie; M Gox “Terms of Use™; 20 January 2012 hitps s migox. comAerms_of_service™, accessad on Y
March 3002 Mi Gox is a thind- pany bilcoin trading platfoom
* (U Iniemeet site; Kevin Pouken; Wired: “New Malware Sieals Your Bitcoin™ 16 June 201 1;
hadpedfwewewe wired comfihrestleve K201 LA hitosin-malware; accessed 23 June 2001 1; The souroe is an enline
publication that provides news reponing, commentary and feviews on innevation in echnology, science, business
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