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The archive of documents Edward Snowden had assembled
was stunning in both size and scope. Even as someone who
had spent vyears writing about the dangers of secret US
surveillance, I found the sheer vasiness of the spving system
genuinely shocking, all the more so because it had clearly
been implemented with virtually no accountability, no
transparency, and no limits.

The thousands of discrete surveillance programs described
by the archive were never intended by those who
implemented them to become public knowledge. Many of the
programs were aimed at the American population, but dozens
of countries around the planet—including democracies
typically considered US allies, such as France, Brazil, India,
and Germany—were also targets of indiscriminate mass
surveillance.

Snowden’s archive was elegantly organized, but its size
and complexity made it extremely difficult to process. The
tens of thousands of NSA documents in it had been produced
by virtually every unit and subdivision within the sprawling
agency, and it also contained some files from closely aligned
foreign intelligence agencies. The documents were startlingly
recent: mostly from 2011 and 2012, and many from 2013.
Some even dated from March and April of that vear, just

months before we met Snowden in Hong Kong.

The wvast majority of the files in the archive were
designated “top secret.” Most of those were marked “FVEY,”
meaning that they were approved for distribution only to the
NSA's four closest surveillance allies, the “Five Eyes™ English-
speaking alliance composed of Britain, Canada, Australia, and
New Zealand. Others were meant for US eyes only, marked
“NOFORN” for “no foreign distribution.” Certain documents,
such as the FISA court order allowing collection of telephone
records and Obama’s presidential directive to prepare
offensive cyber-operations, were among the US government’s
most closely held secrets.

Deciphering the archive and the NSA's language involved
a steep learning curve. The agency communicates with itself
and its partners in an idiosyncratic language of its own, a
lingo that is bureaucratic and stilted vet at times boastful and
even snarky. Most of the documents were also quite
technical, filled with forbidding acronyms and code names,
and sometimes required that other documents be read first
before they could be understood.

But Snowden had anticipated the problem, providing
glossaries of acronyms and program names, as well as
internal agency dictionaries for terms of art. Still, some
documents were impenetrable on the first, second, or even
third reading. Their significance emerged only after I had put
together different parts of other papers and consulted with
some of the world’s foremost experts on surveillance,
cryptography, hacking, the history of the NSA, and the legal
framework governing American spying.

Compounding the difficulty was the fact that the
mountains of documents were often organized not by subject
but by branch of the agency where they had originated, and



dramatic revelations were mixed in with large amounts of
banal or highly technical material. Although the Guardian
devised a program to search through the files by keyword,
which was of great help, that program was far from perfect.
The process of digesting the archive was painstakingly slow,
and many months after we first received the documents,
some terms and programs still required further reporting
before they could be safely and coherently disclosed.

Despite such problems, though, Snowden’s files
indisputably laid bare a complex web of surveillance aimed at
Americans (who are explicitly beyvond the NSA’s mission) and
non-Americans alike. The archive revealed the technical
means used to intercept communications: the NSA’s tapping
of Internet servers, satellites, underwater fiber-optic cables,
local and foreign telephone systems, and personal computers.
It identified individuals targeted for extremely invasive forms
of spyving, a list that ranged from alleged terrorists and
criminal suspects to the democratically elected leaders of the
nation’s allies and even ordinary American citizens. And it
shed light on the NSA’s overall strategies and goals.

Snowden had placed crucial, overarching documents at the
front of the archive, flagging them as especially important.
These files disclosed the agency’s extraordinary reach, as well
as its deceit and even criminality. The BOUNDLESS
INFORMANT program was one of the first such revelations,
showing that the NSA counts all the telephone calls and
emails collected every day from around the world with
mathematical exactitude. Snowden had placed these files so
prominently not only because they quantified the volume of
calls and emails collected and stored by the NSA—literally
billions each day—but also because they proved that NSA
chief Keith Alexander and other officials had lied to Congress.

Repeatedly, NSA officials had claimed that they were
incapable of providing specific numbers—exactly the data that
BOUNDLESS INFORMANT was constructed to assemble.

For the one-month period beginning March 8, 2013, for
example, a BOUNDLESS INFORMANT slide showed that a
single unit of the NSA, Global Access Operations, had
collected data on more than 9 billion telephone calls and
emails that had passed through the US telecommunications
system. ("DNR,” or “Dialed Number Recognition,” refers to
telephone calls; “DNI,” or “Digital Network Intelligence,”
refers to Internet-based communications such as emails.)
That exceeded the collection from the systems each of Russia,
Mexico, and virtually all the countries in Europe, and was
roughly equal to the collection of data from China.

Overall, in just thirty days the unit had collected data on
more than 97 billion emails and 124 billion phone calls from
around the world. Another BOUNDLESS INFORMANT
document detailed the international data collected in a single
thirty-day period from Germany (500 million), Brazil (2.3
billion), and India (13.5 billion). And vet other files showed
collection of metadata in cooperation with the governments
of France (70 million), Spain (60 million), Italy (47 million),
the Netherlands (1.8 million), Norway (33 million), and
Denmark (23 million).
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Despite the NSA’s statutorily defined focus on “foreign
intelligence,” the documents confirmed that the American
public was an equally important target for the secret
surveillance. Nothing made that clearer than the April 25,
2013, top secret order from the FISA court compelling
Verizon to turn over to the NSA all information about its
American customers’ telephone calls, the “telephony
metadata.” Marked “NOFORN,” the language of the order was
as clear as it was absolute:

IT 15 HERESY ORDERED that, the Custodian of Records shall produce ta the
Mational Security Ageney (NSA) upem service of this Crder, and eontinue production
om an ongoing daily basis thereafter for the duration of this Order, unless otherwise
ordered by the Court, an electronic copy of the following tangible things: all call detail
records or “telephony metadata” ereated by Verdzon for commiinications (i) betwoen
the Uinited States and abroad; or (i) whelly within the United States, including local

fedephoni calls.

Telephony metadata includes comprelensive communieations routing information,
incleding but not limited to session identifying information {e.g, originating and
terminating telephone number, International Mobile Subseriber Identity (IMSI) number,
[nternational Mobile station Egquipment Identity (MED number, ete, trunk identifier,

tefephone calling card numbers, and time and duration of cail,

This bulk telephone collection program was one of the
most significant discoveries in an archive suffused with all
tvpes of covert surveillance programs—from the large-scale
PRISM (involving collection of data directly from the servers
of the world’s biggest Internet companies) and PROJECT
BULLRUN, a joint effort between the NSA and its British
counterpart, the Government Communications Headquarters
(GCHQ), to defeat the most common forms of encryption

used to safeguard online transactions, to smaller-scale
enterprises with names that reflect the contemptuous and
boastful spirit of supremacy behind them: EGOTISTICAL
GIRAFFE, which targets the Tor browser that is meant to
enable anonymity in online browsing; MUSCULAR, a means
to invade the private networks of Google and Yahoo!; and
OLYMPIA, Canada’s program to surveil the Brazilian Ministry
of Mines and Energy.

Some of the surveillance was ostensibly devoted to
terrorism suspects. But great quantities of the programs
manifestly had nothing to do with national security. The
documents left no doubt that the NSA was equally involved in
economic espionage, diplomatic spying, and suspicionless
surveillance aimed at entire populations.

Taken in its entirety, the Snowden archive led to an
ultimately simple conclusion: the US government had built a
system that has as its goal the complete elimination of
electronic privacy worldwide. Far from hyperbole, that is the
literal, explicitly stated aim of the surveillance state: to
collect, store, monitor, and analyze all electronic
communication by all people around the globe. The agency is
devoted to one overarching mission: to prevent the slightest
piece of electronic communication from evading its systemic
grasp.

This self-imposed mandate requires endlessly expanding
the NSA’s reach. Every day, the NSA works to identify
electronic communications that are not being collected and
stored and then develops new technologies and methods to
rectify the deficiency. The agency regards itself as needing no
specific justification to collect any particular electronic
communication, nor any grounds for regarding its targets
with suspicion. What the NSA calls “SIGINT"—all signals



intelligence—is its target. And the mere fact that it has the
capability to collect those communications has become one
rationale for doing so.

* ¥ X

A military branch of the Pentagon, the NSA is the largest
intelligence agency in the world, with the majority of its
surveillance work conducted through the Five Eves alliance.
Until the spring of 2014, when controversy over the Snowden
stories became increasingly intense, the agency was headed
by four-star general Keith B. Alexander, who had overseen it
for the previous nine years, aggressively increasing the NSA’s
size and influence during his tenure. In the process,
Alexander became what reporter James Bamford described as
“the most powerful intelligence chief in the nation's history.”

The NSA “was already a data behemoth when Alexander
took over,” Foreign Policy reporter Shane Harris noted, “but
under his watch, the breadth, scale, and ambition of its
mission have expanded bevond anything ever contemplated
by his predecessors.” Never before had “one agency of the
U.S. government had the capacity, as well as the legal
authority, to collect and store so much electronic
information.” A former administration official who worked
with the NSA chief told Harris that “Alexander’s strategy” was
clear: “I need to get all of the data.” And, Harris added, “He
wants to hang on to it for as long as he can.”

Alexander’s personal motto, “Collect it all,” perfectly
conveys the central purpose of the NSA. He first put this
philosophy into practice in 2005 while collecting signals
intelligence relating to the occupation of Irag. As the
Washington Post reported in 2013, Alexander grew
dissatisfied with the limited focus of American military

intelligence, which targeted only suspected insurgents and
other threats to US forces, an approach that the newly
appointed NSA chief viewed as too constraining. “He wanted
evervthing: Every Iraqi text message, phone call, and e-mail
that could be vacuumed up by the agency’s powerful
computers.” So the government deployed technological
methods indiscriminately to collect all communications data
from the entire Iraqgi population.

Alexander then conceived of applving this system of
ubiquitous surveillance—originally created for a foreign
population in an active war zone—to American citizens. “And,
as he did in Iraq, Alexander has pushed hard for everything
he can get,” the Post reported: “tools, resources, and the legal
authority to collect and store vast quantities of raw
information on American and foreign communications.”
Thus, “in his eight years at the helm of the couniry’s
electronic surveillance agency, Alexander, 61, has quietly
presided over a revolution in the government’s ability to
scoop up information in the name of national security.”

Alexander’s reputation as a surveillance extremist is well
documented. In describing his “all-out, barely legal drive to
build the ultimate spy machine,” Foreign Policy called him
“the cowboy of the NSA.” Even Bush-era CIA and NSA chief
General Michael Hayden—who himself oversaw the
implementation of Bush’s illegal warrantless eavesdropping
program and is notorious for his aggressive militarism—often
had “heartburn™ over Alexander’s no-holds-barred approach,
according to Foreign Policy. A former intelligence official
characterized Alexander’s view: “Let’s not worry about the
law. Let’s just figure out how to get the job done.” The Post
similarlv noted that “even his defenders say Alexander’s
aggressiveness has sometimes taken him to the outer edge of



his legal authority.”

Although some of the more exitreme statements from
Alexander—such as his blunt question “Why can’t we collect
all the signals, all the time?,” which he reportedly asked
during a 2008 visit to Britain’s GCHQ—have been dismissed
by agency spokespeople as mere lighthearted quips taken out
of context, the agency’s own documents demonstrate that
Alexander was not joking. A top secret presentation to the
2011 annual conference of the Five Eyes alliance, for
instance, shows that the NSA has explicitly embraced
Alexander’s motto of omniscience as its core purpose:
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A 2010 document presented to the Five Eves conference by
the GCHQ—referring to its ongoing program to intercept
satellite communications, code-named TARMAC—makes it
clear that the British spv agency also uses this phrase to
describe its mission:
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* MHS has a grawing FORNSAT mission.

- SHAREDVISION mission,
- SigDav ("Difficult Signals collection”).
= ASPHALT ("Collect it All" proof-of-concept system). |

Even routine internal NSA memoranda invoke the slogan to
justify expanding the agency’s capabilities. One 2009 memo
from the technical director of the NSA’s Mission Operations,
for example, touts recent improvements to the agency’s
collection site in Misawa, Japan:

Future Plans {17)

(TSA/SV/REL) In the fumre, MSOC hopes to expand the number of WORDGOPHER platforms to
enable demodulation of thousands of additional low-rite carriers.

These
targets are ideally suited for sofiware demodulation. Additionally, MSOC has developed o
capability to awtomatically scan and demodulate signals as they activate on the satellites. There are
amultitude of possibilitics, bringing our enterprise one step closer to "collecting it all.”

Far from being a frivolous quip, “collect it all” defines the
NSA's aspiration, and it is a goal the NSA is increasingly
closer to reaching. The quantity of telephone calls, emails,
online chats, online activities, and telephonic metadata
collected by the agency is staggering. Indeed, the NSA
frequently, as one 2012 document put it, “collects far more
content than is routinely useful to analysts.” As of mid-2012,
the agency was processing more than twenty billion
communications events (both Internet and telephone) from
around the world each day:
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For each individual country, the NSA also produces a dailv

breakdown quantifying the number of calls and emails
collected. The chart below, for Poland, shows more than three
million telephone calls on some days, for a thirty-day total of
seventy-one million:
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The domestic total collected by the NSA is equally
stunning. Even prior to Snowden’s revelations, the
Washington Post reported in 2010 that “every day, collection

systems at the National Security Agency intercept and store
1.7 billion emails, phone -calls, and other types of
communications” from Americans. William Binnev, a
mathematician who worked for the NSA for three decades and
resigned in the wake of 9/11 in protest over the agency’s
increasing domestic focus, has likewise made numerous
statements about the quantities of US data collected. In a
2012 interview with Democracy Now!, Binney said that
“they’ve assembled on the order of 20 trillion transactions
about U.S. citizens with other U.S. citizens.”

After Snowden’s revelations, the Wall Street Journal
reported that the overall interception system of the NSA “has
the capacity to reach roughly 75% of all U.S. Internet traffic in
the hunt for foreign intelligence, including a wide array of
communications by foreigners and Americans.” Speaking
anonymously, current and former NSA officials told the
Journal that in some cases the NSA “retains the written
content of emails sent between citizens within the U.S. and
also filters domestic phone calls made with Internet
technology.”

Britain’s GCHQ similarly collects such a great quantity of
communications data that it can barely store what it has. As
one 2011 document prepared by the British put it:

Knowing what we have - Guiding Light

= GCHQ has massive access to intemational
internet communications

= We receive upwards of 50 Billion events per day
(...and growing)

So fixated is the NSA on collecting it all that the Snowden



archive is sprinkled with celebratory internal memos
heralding particular collection milestones. This December
2012 entry from an internal messaging board, for instance,
proudly proclaims that the SHELLTRUMPET program has
processed its one trillionth record:

{SF/SI/FREL TO USA, FVEY) SHELLTAUMPET Processes it"s Ome Trilllonth
MoEadota Becord

h an F012-12-11 076

{54651/ FREL TO B5A, FVEY) On December 21, 2012 SHELLTRAMPET processed 1ts
e Trilllenth setadata record, SHELLTRUMPET began os & fepr-ribl-tise
metadata analyzer on Dec B, 2887 for & CLASSIC collection system, In its
five year history, nemerouss other systess Trom across the Agency have coac
T bse SHELLTRUMPET®S processing capabilities for perforsance sonitering,
direct E-Mail tip alerting, TRAFFICTHIEE tipping, and Heal-Time Aegional
Gateway [ATAG) filtering and ingest. Though it took five years to get to
the gne trillion mark, almost holf of this voluse wos processed in this
calendar year, ond half of that voluse was fros S50°% DANCINGOASIS.
SHELLTRUMPET is currently processing Two Billien call events/fday from
arfiect 550 (Ras-M, DAXSTAR, WYSTIC and WOSC enabled systeas), MUSKETEER,
ond Second Party systeas. Wo will be expanding its reach fnta other 550
systead over the course of 2013, The Trillisn records processed have
resulted in over 35 Million tips to TRAFFICTHIEF,

To collect such vast quantities of communications, the NSA
relies on a multitude of methods. These include tapping
directly into fiber-optic lines (including underwater cables)
used to transmit international communications; redirecting
messages into NSA repositories when they traverse the US
system, as most worldwide communications do; and
cooperating with the intelligence services in other countries.
With increasing frequency, the agency also relies on Internet
companies and telecoms, which indispensably pass on
information they have collected about their own customers.
While the NSA is officially a public agency, it has countless
overlapping partnerships with private sector corporations,
and many of its core functions have been outsourced. The
NSA itself employs roughly thirty thousand people, but the
agency also has contracts for some sixty thousand employees
of private corporations, who often provide essential services.
Snowden himself was actually employed not by the NSA but

by the Dell Corporation and the large defense contractor Booz
Allen Hamilton. Still, he, like manyv other private contractors,
worked in the NSA offices, on its core functions, with access
to its secrets.

According to Tim Shorrock, who has long chronicled the
NSA-corporate relationship, “70 percent of our national
intelligence budget is being spent on the private sector.”
When Michael Hayden said that “the largest concentration of
cyber power on the planet is the intersection of the Baltimore
Parkway and Marvland Route 32,” Shorrock noted, “he was
referring not to the NSA itself but to the business park about
a mile down the road from the giant black edifice that houses
NSA’s headquarters in Fort Meade, Md. There, all of NSA’s
major contractors, from Booz to SAIC to Northrop Grumman,
carry out their surveillance and intelligence work for the
agency.”

These corporate partnerships extend beyvond intelligence
and defense contractors to include the world’s largest and
most important Internet corporations and telecoms, precisely
those companies that handle the bulk of the world’s
communications and can facilitate access to private
exchanges. After describing the agency’s missions of “Defense
(Protect U.S. Telecommunications and Computer Systems
Against Exploitation)” and “Offense (Intercept and Exploit
Foreign Signals),” one top secret NSA document enumerates
some of the services supplied by such corporations:
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These corporate partnerships, which provide the systems and
the access on which the NSA depends, are managed by the
NSA’s highly secret Special Sources Operations unit, the
division that oversees corporate partnerships. Snowden
described the SSO as the “crown jewel” of the organization.

BLARNEY, FAIRVIEW, OAKSTAR, and STORMBREW are
some of the programs overseen by the SSO within its
Corporate Partner Access (CPA) portfolio.

- Special Source Operations
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As part of these programs, the NSA exploits the access that

certain telecom companies have to international systems,
having entered into contracts with foreign telecoms to build,
maintain, and upgrade their networks. The US companies
then redirect the target country’s communications data to
NSA repositories.

The core purpose of BLARNEY is depicted in one NSA
briefing:

@ Relationships & Authorities

* L average unigue key corporate partnarships o gain accass 1o
high-capacily international fiber-optic cables, switches andfor
routers throughout the world

BLARNEY relied on one relationship in particular—a long-
standing partnership with AT&T Inc., according to the Wall
Street Journal's reporting on the program. According to the
NSA’s own files, in 2010 the list of countries targeted by
BLARNEY included Brazil, France, Germany, Greece, Israel,
Italy, Japan, Mexico, South Korea, and Venezuela, as well as
the European Union and the United Nations.

FAIRVIEW, another SSO program, also collects what the
NSA touts as “massive amounts of data” from around the
world. And it, too, relies mostly on a single “corporate
partner” and, in particular, that partner’s access to the
telecommunications systems of foreign nations. The NSA’s
internal summary of FAIRVIEW is simple and clear:



Access to massive amounts of data
Controlled by variety of legal authorities

Most accesses are controlled by partner

(TS/HSI) US-880 (PDDG-UY) - key corporate partner with
access to intermational cables, routers, and switches.

(TS/iSl) Key Targels:; Global

According to NSA documents, FAIRVIEW “is typically in the
top five at NSA as a collection source for serialized
production”™—meaning ongoing surveillance—"and one of the
largest providers of metadata.” Its overwhelming reliance on
one telecom is demonstrated by its claim that “approximately
75% of reporting is single source, reflecting the unique access
the program enjoys to a wide variety of target
communications.” Though the telecom is not identified, one
description of the FAIRVIEW partner makes clear its
eagerness to cooperate:

FAIRVIEW - Corp partner since 1985 with access to int. cables, routers,
switches., The partner operates in the U.5., but has access to information
that transits the nation and throuwgh its corporate relationships provide
unique accesses to other telecoms and ISPs. Aggressively involved in
shaping traffic to run signals of interest past our monitors.

Thanks to such cooperation, the FAIRVIEW program
collects vast quantities of information about telephone calls.

One chart, which covers the thirty-day period beginning
December 10, 2012, shows that just this program alone was
responsible for the collection of some two hundred million
records each day that month, for a thirty-day total of more
than six billion records. The light bars are collections of
“DNR” (telephone calls), while the dark bars are “DNI"
(Internet activity):

el

To collect these billions of phone records, the SSO
collaborates with the NSA’s corporate partners as well as with
foreign government agencies—for instance, the Polish
intelligence service:

(TS//ST//HF)  ORANGECHUSH, part of the QAXSTAR progras under 550°s
corparate portfolio, began forwarding setodata from o third party partner
site [Poland) to NSA repositories as of 3 March and content as of 23 March.
This progras is a collaborative effort between 550, MCSC, ETC, FAD, an NSA
Corparate Partoer and o division af the Polish Governsent. ORANGECRUSH is
only knoen 1o the Poles as DUFFALOGREEN. This sulti-group partnership
began In May 29089 and Will incorporate the OAKSTAR project of OGRANGEBLOSSOM
pnd its ONR capabllity. The new access will provide SIGINT from commercial
Links managed by the NSA Corparate Partner and it anticipated to Include
Afghan Mational Army, Middle East, Limited African continent, apd Eurcpean
conmwinications. A motificotion has been posted to SPRIMGRAY and this
collection ks available te Second Parfies via TICKETWINDOW.

The OAKSTAR program similarly exploits the access that
one of the NSA’s corporate partners (code-named
STEELKNIGHT) has to foreign telecommunications systems,
using that access to redirect data into the NSA’s own
repositories. Another partner, code-named SILVERZEPHYR,
appears in a November 11, 2009, document describing work



done with the company to obtain “internal communications”™
from both Brazil and Colombia:

SILVERZEPHYR FAA DNI Access Initiated at NSAW (TS//SI//NF)

By on 2009-11-86 0918

(T5//51//NF) On Thursday, 11/5/89, the S50-0AKSTAR
SILVERZEPHYR (SZ) access began forwarding FAA DNI records
to NSAW wvia the FAA WealthyClusterd/Tellurian system
installed at the partner's site. 550 coardinated with the
Data Flow Office and forwarded numerous sample files to a
test partition for validation, which was completely
successful. S50 will continue to monitor the flow and
collection to ensure a ny anomalies are identified and
corrected as required. SILVERZEPHYR will continue to
provide customers with authorized, transit DMR collection.
550 15 working with the partner to gain access to an
additional BOGbs of DMI data on their peering network,
bundled iIn 10 Gbs increments. The QAKSTAR team, along with
support from NSAT and GNDA, just completed a 12 day SIGINT
survey at site, which identified over 280 new links. Buring
the survey, GNDA worked with the partner to test the output
of their ACS system, OAKSTAR is also working with NSAT to
examine snapshots taken by the partner in Brazil and
Colombia, both of which may contain internal communicatians
for those countries.

Meanwhile, the STORMBREW program, conducted in
“close partnership with the FBI,” gives the NSA access to
Internet and telephone traffic that enters the United States at
various “choke points” on US soil. It exploits the fact that the
vast majority of the world’s Internet traffic at some point
flows through the US communications infrastructure—a
residual by-product of the central role that the United States
had playved in developing the network. Some of these
designated choke points are identified by cover names:

(LT ) ,

STORMBREW At a Glance

= DXVDNE {comsent & msctoiata)
= Domestic mirastneciune only
= Cable Staion Sevied ey Haiters (1P
Backbone)
: * Clode pammenhip wFBL & NOCSC

According to the NSA, STORMBREW “is currently
comprised of very sensitive relationships with two U.S.
telecom  providers (cover terms ARTIFICE and
WOLFPOINT).” Bevond its access to US-based choke points,
“the STORMBREW program also manages two submarine
cable landing access sites; one on the USA west coast (cover
term, BRECKENRIDGE), and the other on the USA east coast
(cover term QUAIL-CREEK).”

As the profusion of cover names attests, the identity of its
corporate partners is one of the most closely guarded secrets
in the NSA. The documents containing the key to those code
names are vigilantly safeguarded by the agency and Snowden
was unable to obtain many of them. Nonetheless, his
revelations did unmask some of the companies cooperating
with the NSA. Most famously, his archive included the PRISM
documents, which detailed secret agreements between the
NSA and the world’s largest Internet companies—Facebook,
Yahoo!, Apple, Google—as well as extensive efforts by



Microsoft to provide the agency with access to its
communications platforms such as Outlook.

Unlike  BLARNEY, FAIRVIEW, OAKSTAR, and
STORMBREW, which entail tapping into fiber-optic cables
and other forms of infrastructure (“upstream” surveillance, in
NSA parlance), PRISM allows the NSA to collect data directly
from the servers of nine of the biggest Internet companies:
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The companies listed on the PRISM slide denied allowing
the NSA unlimited access to their servers. Facebook and
Google, for instance, claimed that they only give the NSA
information for which the agency has a warrant, and tried to
depict PRISM as little more than a trivial technical detail: a
slightly upgraded delivery system whereby the NSA receives
data in a “lockbox” that the companies are legally compelled
to provide.

But their argument is belied by numerous points. For one,
we know that Yahoo! vigorously fought in court against the
NSA’s efforts to force it to join PRISM—an unlikely effort if
the program were simply a trivial change to a delivery system.
(Yahoo!’s claims were rejected by the FISA court, and the

company was ordered to participate in PRISM.) Second, the
Washington Post’s Bart Gellman, after receiving heavy
criticism for “overstating” the impact of PRISM,
reinvestigated the program and confirmed that he stood by
the Post’s central claim: “From their workstations anywhere
in the world, government emplovees cleared for PRISM
access may task’ the system™—that is, run a search—"and
receive results from an Internet company without further
interaction with the company’s staff.”

Third, the Internet companies’ denials were phrased in
evasive and legalistic fashion, often obfuscating more than
clarifving. For instance, Facebook claimed not to provide
“direct access,” while Google denied having created a “back
door” for the NSA. But as Chris Soghoian, the ACLU’s tech
expert, told Foreign Policy, these were highly technical terms
of art denoting very specific means to get at information. The
companies ultimately did not deny that they had worked with
the NSA to set up a system through which the agency could
directly access their customers’ data.

Finally, the NSA itself has repeatedly hailed PRISM for its
unique collection capabilities and noted that the program has
been vital for increasing surveillance. One NSA slide details
PRISM’s special surveillance powers:
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Another details the wide range of communications that
PRISM enables the NSA to access:
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And another NSA slide details how the PRISM program has
steadily and substantially increased the agency’s collection:
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On its internal messaging boards, the Special Source
Operation division frequently hails the massive collection
value PRISM has provided. One message, from November 19,
2012, is entitled “PRISM Expands Impact: FY12 Metrics™:

(TS//SI/AHE) PRISM (US-984)MN) expanded its lspact on HSA's reporcing
migilon in FY12 thrdugh increascd tasking, €olleftilon and operational
lsprovessents. Mere are soae highlights of the FYiz PRISH prograsa:

PRISH &5 the most cited collectlon soyrce &n HSA 18t Party end-product
reporting, More NSA product reports were based an PRISM than on any oTher
single SIGAD for all of NEA'S Ist Party reparting durbng FY12: cited in
15:1% of all reports [up from 14% In FY11), PRISM was cited inm 13.4% of all
ist, Ind, and 3rd Party WA reporting lup from 11.9% in FYI1), and I3 also
the top cited SIGAD averall

Nusber of PATSM-based end-product reports fssued On FY12: 24,006, up
Ty Troes FY11

Single-source reporting percentage in FY12 and FYL1: Taw

Husber of product reporis derived from PRISH collection and cited a3
sources in articles in the President’s Oally Brilef im FY1X: 1,477 (18% of
sl SIGINT reports cited as fources in PDB articilés — highest simgle SIGAD
for NSA; In FY1l: 1,152 (35%% of all SIGINT reports <ited o5 sources in PRU
articles - highest fingle SIGAD for N5A)

Husber of Essential Elesents of Information contributed to in FY1Z:

&, 984 (3% of all EEls for all Inforeation Neegs); 270 EEls addressed
setely by PRISH

Tasking: The nusber af Rasked selectors rose 32% &n FY12 to 43,406 a3
ot Sept 213

Great svccess In Skype colléction and processing; unigue, high value
targets acquired

Expanded PRISM taskable e-mail domaing frea only 48, to 1000

Such congratulatory proclamations do not support the notion
of PRISM as only a trivial technicality, and they give the lie to
Silicon Valley’s denials of cooperation. Indeed, the New York
Times, reporting on the PRISM program after Snowden’s



revelations, described a slew of secret negotiations between
the NSA and Silicon Valley about providing the agency with

unfettered access to the companies’ systems. “When
government officials came to Silicon Valley to demand easier
ways for the world’s largest Internet companies to turn over

user data as part of a secret surveillance program, the
companies bristled,” reported the Times. “In the end, though,
many cooperated at least a bit.” In particular:

Twitter declined to make it easier for the government. But other
companies were more compliant, according to people briefed on
the negotiations. They opened discussions with national security
officials about developing technical methods to more efficiently
and securely share the personal data of foreign users in response to
lawful government requests. And in some cases, they changed their
computer systems to do so.

These negotiations, the New York Times said, “illustrate
how intricately the government and tech companies work
together, and the depth of their behind-the-scenes
transactions.” The article also contested the companies’
claims that they provide the NSA only with access that is
legally compelled, noting: “While handing over data in
response to a legitimate FISA request is a legal requirement,
making it easier for the government to get the information is
not, which is why Twitter could decline to do so.”

The Internet companies’ claim that they hand over to the
NSA just the information that they are legally required to
provide is also not particularly meaningful. That’s because
the NSA only needs to obtain an individual warrant when it
wants to specifically target a US person. No such special
permission is required for the agency to obtain the
communications data of any non-American on foreign soil,

even when that person is communicating with Americans.
Similarly, there is no check or limit on the NSA’s bulk
collection of metadata, thanks to the government’s
interpretation of the Patriot Act—an interpretation so broad
that even the law’s original authors were shocked to learn
how it was being used.

The close collaboration between the NSA and private
corporations is perhaps best seen in the documents relating
to Microsoft, which reveal the company’s vigorous efforts to
give the NSA access to several of its most used online
services, including SkyDrive, Skype, and Outlook.com.

SkyDrive, which allows people to store their files online
and access them from various devices, has more than 250
million users worldwide. “We believe it’s important that you
have control over who can and cannot access your personal
data in the cloud,” Microsoft’s SkyDrive website proclaims.
Yet as an NSA document details, Microsoft spent “many
months” working to provide the government with easier
access to that data:

ATESSSS0/NF) S50 HEGHLIGHT = Microsoft Skydrive Collection Mow Part of
PRISH Standard Stored Commignications Collectian

. e 2013-03-88 1308

{TS//SE/MF] Beginning on 7 March 2813, PATSM now ¢ollects Microsoft
Shydrive dats as part of PARISM's standord Stored Cossunicatlons collection
pockage for o Uatked FISA Aspndsents Act Section TR (FAATER) selsctor,
This means that onalysts will no longer hove to sake a special request to
550 for this = & process step that many ondlysts =ay not hove koown about.
Tnis new copability will resvlt in 2 much more cosplete and ti=ely
collection response from 550 for our Enterprife cuitestrs. This success i3
the result of the FBL working for sany menthi with Microsoft to get this
tasking and collectlon solutlen establlshed. “SkyDrive i a cloud service
that aillows users to store ond access their 1iles on o variety of devices.
The wbility alse Includes fres web app suppbrt for Microsoft Office
prograss; so the user is able to create, edit, and vies Word, PowerPoint,
Excel Tiles without having M5 Office sctuslly installed on their device.”
{source: 5314 wiki}

In late 2011, Microsoft purchased Skype, the Internet-
based telephone and chat service with over 663 million
registered users. At the time of its purchase, Microsoft



assured users that “Skype is committed to respecting your
privacy and the confidentiality of your personal data, traffic,
and communications content.” But in fact, this data, too, was
readily available to the government. By early 2013, there were
multiple messages on the NSA system celebrating the

agency’s steadily improving access to the communications of
Skype users:

[TS/FSISMF) Mew Skype Stored Cosss Copability For PRISM

ay an 2003-04-03 0EIL

[TS//S14/MF) PRISH nas o new collection capability: Skype stored
communications. Skype stored comsunicetions will contedm enigue date which
£z oot collected via norsal resl-tine turvelllonde collection. 550 expocts
to receive boddy Tists, credit card info. call date records, wser acoount
info, and other material. O0a X0 Harch 2813, S50 forwacded appréxinately 28400
Skype selectors for stored consunications to De adjudicated in SVWAL and tThe
Electronie {ommunicetions Surveillance Unit (ECSU) at FBI. SV41 had been
working on adjudication for the highest priorily selectorz shebd of Time and
Mad abaut 100 resdy for ECSU v evaluate. Tt epold take ceveral woeksi for
Avdl te work through ail 2080 selector: to get them approved, and ECSU wall
Likeky take Tosger te grant the spproavales. As of 2 April, ESCU. had approved
ever 30 selectors to Be ient to Skype Tor collection. PRISH Skype collection
has carved gut & wital niche in NSA reporting in less than two years with
terroriss, Syrian dppoditiden and regime, and exec/ipecinl series reports
peing the top Tepics. Over 2680 reports have Desn issued since April 2811
Bated on PRISM Skype collection, with T64 of theam being single source.

LTS/ 4510 /HF) 550 Expands PRISM Skype Targeting Capobility

By | MAME REDACTED | on 2903-24-83 0629

[TS//51//NE) On 15 March 2913, 550°s PRISM program began tasking all
Microsoft PRISM selectars to Skype because Skype allows users ta log in
using #ccount identifiers in addition o Skype usermanes, Until mow, PRISM
wiuld not collect any Skype data whea a wier logged in weing anything other
than the Skype usernsse which resulted in missing collection; this action
will mivigate that, In fackt, & uter canm create & Skype accopnt using any
e-2ail bodress with ony doesdin 10 the world. UTT deed obt cerrently allow
analysts to task these mon-Microsoft e-=ail sddresses to PRISM, howewer,
550 intends to Tix thot this susser, In the sepntime, WSA, FBI and Dept of
Justiee coordinnted over the Kast Six sonths to gain approval tor PRENTAURA
to send all current and fulure Hicrosoft PRISM selectors to Skype. This
resulted in abeut SERD zelectors being sent to Skype and successtul
collection hat been recolved which otherwise would have bosn aissed.

Not only was all this collaboration conducted with no
transparency, but it contradicted public statements made by
Skype. ACLU technology expert Chris Soghoian said the
revelations would surprise many Skype customers. “In the
past, Skype made affirmative promises to users about their
inability to perform wiretaps,” he said. “It's hard to square
Microsoft’s secret collaboration with the NSA with its high-

profile efforts to compete on privacy with Google.”

In 2012, Microsoft began upgrading its email portal,
Outlook.com, to merge all of its communications services—
including the widely used Hotmail—into one central program.
The company touted the new Outlook by promising high
levels of encryption to protect privacy, and the NSA quickly
grew concerned that the encryption Microsoft offered to
Outlook customers would block the agency from spving on
their communications. One SSO memo from August 22, 2012,
frets that “using this portal means that email emerging from
it will be encrypted with the default setting” and that “chat
sessions conducted within the portal are also encrypted when
both communicants are using a Microsoft encrypted chat
client.”

But that worry was short-lived. Within a few months, the
two entities got together and devised methods for the NSA to
circumvent the very encryption protections Microsoft was
publicly advertising as vital for protecting privacy:

TS/ FS0//NF) Microsofl releases new Servics, affects FAA T892 collection

gy [ownmiaro | on 2032-12-26 9811

TS5/ /S5IF/MF] On 31 July, Microseft [M5) began epcrypting web-based chat
with the intreductien of the new ootlook.cos service. This new Secure
Socket Layer [55L) encryption effectively cul off collection of the new
service for FAA 782 and Likely 12333 (1o sone degreel for the Intelligence
Comsunity (IC). HMS, working with the FBE, developed a surveillance
capability to deal with the new 550, These solutions were successfully
tested and went Live 12 Dec 28312, The S50 solotion was applied to all
current FISA and 7RI/PRISM requircments = ng changes to UTT tasking
procedures were required. The 550 salution dees not collect server-based
wolee/vigen or file transfers. The K5 Llegacy collection systea will rensin
in place 1o collect wolcedvideo and flile transférs. As & result there will
be some duplicate collection of fest-based chat from the new and legacy
systess which will be addressed at a later date. An Increase in collection
volusg 25 & result of this solution has already been noted by CES.

Another document describes further collaboration between
Microsoft and the FBI, as that agency also sought to ensure
that new Outlook features did not interfere with its
surveillance habits: “The FBI Data Intercept Technology Unit



(DITU) team is working with Microsoft to understand an
additional feature in Outlook.com which allows users to
create email aliases, which may affect our tasking process....
There are compartmented and other activities underway to
mitigate these problems.”

Finding this mention of FBI surveillance in Snowden’s
archive of internal NSA documents was not an isolated
occurrence. The entire intelligence community is able to
access the information that the NSA collects: it routinely
shares its vast trove of data with other agencies, including the
FBI and the CIA. One principal purpose of the NSA’s great
spree of data collection was precisely to boost the spread of
information across the board. Indeed, almost every document
pertaining to the various collection programs mentions the
inclusion of other intelligence units. This 2012 entry from the
NSA’s SSO unit, on sharing PRISM data, gleefully declares
that “PRISM is a team sport!™:

(TSA/SI//NF) Expanding PRISM Sharing With FBI and CIA

o (REERE) o6 1635:48:3 4947

ITS//SESNF) Special Source Operations (550) has recently
expanded sharing with the Federal Bureau of Investigations
(FBL} and the Central Intelligence Agency (CIA) on PRISM
operations via two projects. Through these efforts, 550 has
created an environment of sharing and tea=ming across the
Intelligence Community on PRISM operations. First, 550's
PRINTAURA team solvad & problem for the Signals
Intelligence Directorate (5ID) by writing software which
would automatically gather a lisi of tasked PRISM selectors
every Uwo weeks 1o provide to the FBI and CIA. This enables
our partners to see which selectors the Natlonal Security
Agency (NSA) has tasked to PRISM. The FBI and CIA then can
request 3 copy of PRAISH collection from any selector, as
allowed under the 2008 Foreign Intelligence Surveillance
Act (FISA) A=spndments Act Llaw. Prior 10 PRINTAURA'S work,
510 had been providing the FBI and CIA with incosplete and
inaccurate 1ists, preventing our partners froa making full
use of the PRISM progras. PRINTAURA wvolunteered to gather
the cétaiied datd related to each selector from sultiple
locations and asceable it In a usable form. In the second
project, the PRISM Mission Program Manager (MPM) recently
began sending operational PRISH news and guidance to the
FBI and CIA 50 that thelr analysts could Task the PRISM
systea properly, be aware of outages and changes, and
optimize thelr use of PRISM. The MPM coordinated an
agrecaent from the 5ID Foreign Intelligence Surveillance
Act Asendsents Act (FAA) Teaas to share this information
weekly, which has been well-received and apprecisted. These
two activities underscore the point that PRISM iz a» teda

spart!

“Upstream” collection (from fiber-optic cables) and direct
collection from the servers of Internet companies (PRISM)
account for most of the records gathered by the NSA. In
addition to such sweeping surveillance, though, the NSA also
carries out what it calls Computer Network Exploitation
(CNE), placing malware in individual computers to surveil
their users. When the agency succeeds in inserting such
malware, it is able, in NSA terminology, to “own” the
computer: to view every keystroke entered and every screen
viewed. The Tailored Access Operations (TAO) division
responsible for this work is, in effect, the agency’s own
private hacker unit.

The hacking practice is quite widespread in its own right:
one NSA document indicates that the agency has succeeded
in infecting at least fifty thousand individual computers with
a type of malware called “Quantum Insertion.” One map



shows the places where such operations have been performed
and the number of successful insertions:
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Using Snowden documents, the New York Times reported
that the NSA has in fact implanted this particular software “in
nearly 100,000 computers around the world.” Although the
malware is usually installed by “gaining access to computer
networks, the NSA has increasingly made use of a secret
technology that enables it to enter and alter data in
computers even if they are not connected to the Internet.”

- R .

Beyond its work with compliant telecoms and Internet
companies, the NSA has also colluded with foreign
governments to construct its far-reaching surveillance
syvstem. Broadly speaking, the NSA has three different
categories of foreign relationships. The first is with the Five
Eves group: the US spies with these countries, but rarely on
them, unless requested to by those countries’ own officials.
The second tier involves countries that the NSA works with

for specific surveillance projects while also spying on them
extensively. The third group is comprised of countries on
which the United States routinely spies but with whom it
virtually never cooperates.

Within the Five Eyes group, the closest NSA ally is the
British GCHQ. As the Guardian reported, based on
documents provided by Snowden, “The U.S. government has
paid at least £100m to the UK spy agency GCHQ over the last
three vears to secure access to and influence over Britain’s
intelligence gathering programs.” Those payments were an
incentive to GCHQ to support the NSA’s surveillance agenda.
“GCHQ must pull its weight and be seen to pull its weight,” a
secret GCHQ) strategy briefing said.

The Five Eves members share most of their surveillance
activities and meet each year at a Signals Development
conference, where they boast of their expansion and the prior
year’s successes. Former NSA deputy director John Inglis has
said of the Five Eyes alliance that they “practice intelligence
in many regards in a combined way—essentially make sure
that we leverage one another’s capabilities for mutual
benefit.”

Many of the most invasive surveillance programs are
carried out by the Five Eyes partners, a substantial number of
these involving the GCHQ. Of special note are the British
agency’s joint efforts with the NSA to break the common
encryption techniques that are used to safeguard personal
Internet transactions, such as online banking and retrieval of
medical records. The two agencies’ success in setting up
backdoor access to those encryption systems not only allowed
them to peer at people’s private dealings, but also weakened
the systems for everyone, making them more vulnerable to
malicious hackers and to other foreign intelligence agencies.



The GCHQ has also conducted mass interception of
communications data from the world’s underwater fiber-optic
cables. Under the program name Tempora, the GCHQ
developed the “ability to tap into and store huge volumes of
data drawn from fibre-optic cables for up to 30 days so that it
can be sifted and analysed,” the Guardian reported, and the
“GCHQ and the NSA are consequently able to access and
process vast quantities of communications between entirely
innocent people.” The intercepted data encompass all forms
of online activity, including “recordings of phone calls, the
content of email messages, entries on Facebook, and the
history of any internet user’s access to websites.”

The GCHQ’s surveillance activities are every bit as
comprehensive—and unaccountable—as the NSA's. As the
Guardian noted:

The sheer scale of the ageney’s ambition is reflected in the titles of

its two principal components: Mastering the Internet and Global
Telecoms Exploitation, aimed at scooping up as much online and
telephone traffic as possible. This is all being carried out without

any form of public acknowledgement or debate.

Canada is also a very active partner with the NSA and an
energetic surveillance force in its own right. At the 2012
SigDev  conference, the Communications Services
Establishment Canada (CSEC) boasted about targeting the
Brazilian Ministry of Mines and Energy, the agency in Brazil
that regulates the industrv of greatest interest to Canadian
companies:
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There is evidence of widespread CSEC/NSA cooperation,
including Canada’s efforts to set up spying posts for
communications surveillance around the world at the behest
and for the benefit of the NSA, and spying on trading partners
targeted by the US agency.
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The Five Eyes relationship is so close that member
governments place the NSA’s desires above the privacy of
their own citizens. The Guardian reported on one 2007
memo, for instance, describing an agreement “that allowed
the agency to ‘unmask’ and hold on to personal data about
Britons that had previously been off limits.” Additionally, the
rules were changed in 2007 “to allow the NSA to analyse and
retain any British citizens” mobile phone and fax numbers,
emails and IP addresses swept up by its dragnet.”

Going a step further, in 2011 the Australian government
explicitly pleaded with the NSA to “extend” their partnership
and subject Australian citizens to greater surveillance. In a
February 21 letter, the acting deputy director of Australia’s
Intelligence Defence Signals Directorate wrote to the NSA's

Signals Intelligence Directorate, claiming that Australia “now
face[s] a sinister and determined threat from ‘home grown’
extremists active both abroad and within Australia.”
requested increased surveillance on the communications of
Australian citizens deemed suspicious by their government:

Whike we have invesied rignifizant anaiytio snd callection
effort of our vwn to find wid exploll these sommuntestions, the diffizulties we fage in
obiaining regular sad selisble access o such sommutidéations impacts en our nbility to deteet
ang previanl termorist acts and diminishes our capocity o profeet the [ile wud safoy of
Australian citizens amd those of our elose friends and allies

We lvvw cojoyed a long and very produstive parinership with M5A in chtrining minimized
acecss 1o Linned States warcmied collection pgainst owr fighesi value termorst argets: in
[ndotesin, This nccess hasheen eritical to DSDYs effots b disrap! nad contein e eperntionul
cupubihitics of tomondts i our regioh as highlighted by the recent armest of fagitive Bali
bromber Unnur Podick,
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particalnr Australians involved with ADAP

Bevond the Five Eves partners, the NSA’s next level of
cooperation is with its Tier B allies: countries that have some
limited cooperation with the agency and are also targeted
themselves for aggressive, unrequested surveillance. The NSA
has clearly delineated these two levels of alliances:
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TIER A Australia

Comprehensive Cooperation Canada
New Zealand

United Kingdom
TIER B Austria

S S EA Czech Republic

Denmark
Germany
Greece
Hungary
Iceland
Italy

Japan
Luxemberg
Netherlands
Norway
Poland
Portugal
South Korea
Spain
Sweden
Switzerland
Turkey

Using different designations (referring to Tier B as Third
Parties), a more recent NSA document—from the Fiscal Year
2013 “Foreign Partner Review —shows an expanding list of
NSA partners, including international organizations such as
NATO:
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As with the GCHQ, the NSA often maintains these
parinerships by paving its pariner to develop -certain
technologies and engage in surveillance, and can thus direct
how the spying is carried out. The Fiscal Year 2012 “Foreign
Partner Review” reveals numerous countries that have

received such payments, including Canada, Israel, Japan,
Jordan, Pakistan, Taiwan, and Thailand:
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In particular, the NSA has a surveillance relationship with



Israel that often entails cooperation as close as the Five Eyes
partnership, if not sometimes even closer. A Memorandum of
Understanding between the NSA and the Israeli intelligence
service details how the United States takes the unusual step
of routinely sharing with Israel raw intelligence containing
the communications of American citizens. Among the data
furnished to Israel are “unevaluated and unminimized
transcripts, gists, facsimiles, telex, voice, and Digital Network
Intelligence metadata and content.”

What makes this sharing particularly egregious is that the
material is sent to Israel without having undergone the
legally required process of “minimization.” The minimization
procedures are supposed to ensure that when the NSA’s bulk
surveillance sweeps up some communications data that even
the agency’s very broad guidelines do not permit it to collect,
such information is destroyed as soon as possible and not
disseminated further. As the law is written, the minimization
requirements already have plenty of loopholes, including
exemptions for “significant foreign intelligence information”
or any “evidence of a crime.” But when it comes to
disseminating data to Israeli intelligence, the NSA has
apparently dispensed with such legalities altogether.

The memo flatly states: “NSA routinely sends ISNU [the
Israeli SIGINT National Unit] minimized and unminimized
raw collection.”

Highlighting how a country can both cooperate on
surveillance and be a target at the same time, an NSA
document recounting the history of Israel’s cooperation
noted “trust issues which revolve around previous ISR
operations,” and identified Israel as one of the most
aggressive surveillance services acting against the United
States:

(TS//S1/ /REL) There are also a few surprises.. France targets the US DoD
through technical intelligence collection, and Israel also targets us. On the
one hand, the [sraelis are extraordinarily good SIGINT partners for us, but
an the other, they target us to learn our positions on Middle East problems.
A NIE [Mational Intelligence Estimate] ranked them as the third most
aggressive intelligence service against the U5,

The same report observed that, despite the close relationship
between American and Israeli intelligence agencies, the
extensive information provided to Israel by the United States
produced little in return. Israeli intelligence was only
interested in collecting data that helped them. As the NSA
complained, the partnership was geared “almost totally” to
Israel’s needs.

Balancing the SIGINT exchange equally between US

and Israeli needs has been a constant challenge in the

last decade, it arguably tilted heavily in favor of Israeli

security concerns. 9/11 came, and went, with NSA's

only true Third Party CT relationship being driven
almost totally by the needs of the partner.

Another rung lower, below the Five Eves partners and
second-tier countries such as Israel, the third tier is
composed of countries who are often targets but never
pariners of US spying programs. Those predictably include
governments viewed as adversaries, such as China, Russia,
Iran, Venezuela, and Syria. But the third tier also includes
countries ranging from the generally friendly to neutral, such

as Brazil, Mexico, Argentina, Indonesia, Kenva, and South
Africa.

i e 3

When the NSA revelations first came out, the US government
tried to defend its actions by saying that, unlike foreign
nationals, American citizens are protected from warrantless
NSA surveillance. On June 18, 2013, President Obama told



Charlie Rose: “What I can say unequivocally is that if vou are
a U.S. person, the NSA cannot listen to vour telephone calls ...
by law and by rule, and unless they ... go to a court, and
obtain a warrant, and seek probable cause, the same way it’s
always been.” The GOP chairman of the House Intelligence
Committee, Mike Rogers, similarly told CNN that the NSA “is
not listening to Americans’ phone calls. If it did, it is illegal. It
is breaking the law.”

This was a rather odd line of defense: in effect, it told the
rest of the world that the NSA does assault the privacy of
non-Americans. Privacy protections, apparently, are only for
American citizens. This message prompted such international
outrage that even Facebook CEO Mark Zuckerberg, not
exactly known for his vehement defense of privacy,
complained that the US government “blew it” in its response
to the NSA scandal by jeopardizing the interests of
international Internet companies: “The government said
don’t worry, we're not spving on any Americans. Wonderful,
that’s really helpful for companies trying to work with people
around the world. Thanks for going out there and being clear.
I think that was really bad.”

Aside from being a strange strategy, the claim is also
patently false. In fact, contrary to the repeated denials of
President Obama and his top officials, the NSA continuously
intercepts the communications of American citizens, without
any individual “probable cause” warrants to justifv such
surveillance. That’s because the 2008 FISA law, as noted
earlier, allows the NSA—without an individual warrant—to
monitor the content of any American’s communications as
long as those communications are exchanged with a targeted
foreign national. The NSA labels this “incidental” collection,
as though it’s some sort of minor accident that the agency has

been spving on Americans. But the implication is deceitful. As
Jameel Jaffer, the deputy legal director of the ACLU,
explained:

The government often savs that this surveillance of Americans’
communications is “incidental,” which makes it sound like the
NSA’s surveillance of Americans’ phone calls and emails is
inadvertent and, even from the government's perspective,
regrettable.

But when the Bush administration officials asked Congress for
this new surveillance power, they said quite explicitly that
Americans’ communications were the communications of most
interest to them. See, for example, FISA for the 2ist century,
Hearing Before the S. Comm. On the Judiciary, 100th Cong.
(2006) (statement of Michael Havden), that certain
communications “with one end in the United States” are the ones
“that are most important to us.”

The principal purpose of the 2008 law was to make it possible
for the government to collect Americans’ international
communications—and to collect those communications without
reference to whether any party to those communications was doing
anvthing illegal. And a lot of the government’s advocacy is meant
to obscure this fact, but it's a erucial one: The government doesn’t
need to “target” Americans in order to collect huge volumes of their
communications.

Yale Law School professor Jack Balkin concurred that the
FISA law of 2008 effectively gave the president the authority
to run a program “similar in effect to the warrantless
surveillance program” that had been secretly implemented by
George Bush. “These programs may inevitably include many
phone calls involving Americans, who may have absolutely no
connection to terrorism or to Al Qaeda.”

Further discrediting Obama’s assurances is the
subservient posture of the FISA court, which grants almost
every surveillance request that the NSA submits. Defenders



of the NSA frequently tout the FISA court process as evidence
that the agency is under effective oversight. However, the
court was set up not as a genuine check on the government’s
power but as a cosmetic measure, providing just the
appearance of reform to placate public anger over
surveillance abuses revealed in the 1070s.

The uselessness of this institution as a true check on
surveillance abuses is obvious because the FISA court lacks
virtually every attribute of what our society generally
understands as the minimal elements of a justice system. It
meets in complete secrecy; only one party—the government—
is permitted to attend the hearings and make its case; and the
court’s rulings are automatically designated “Top Secret.”
Tellingly, for vears the FISA court was housed in the
Department of Justice, making clear its role as a part of the
executive branch rather than as an independent judiciary
exercising real oversight.

The results have been exactly what one would expect: the
court almost never rejects specific NSA applications to target
Americans with surveillance. From its inception, FISA has
been the ultimate rubber stamp. In its first twenty-four years,
from 1978 to 2002, the court rejected a total of zero
government applications while approving many thousands. In
the subsequent decade, through 2012, the court has rejected
just eleven government applications. In total, it has approved
more than twenty thousand requests.

One of the provisions of the 2008 FISA law requires the
executive branch annually to disclose to Congress the
number of eavesdropping applications the court receives and
then approves, modifies, or rejects. The disclosure for 2012
showed that the court approved every single one of the 1,788
applications for electronic surveillance that it considered,

while “modifying”™—that is, narrowing the purview of the

order—in just 40 cases, or less than 3 percent.

Applications Made to the Ferclgn lntelligence Surveillanee Court Doring Calendar

Year 2012 (section 107 of the Act, 50 US.C. § 1807)

Dhring calendiir year 2012, the Government made 1,856 applications to the Foreign
Intelligence Surveillance Cotrt (the “FISC™) for autharity to conduct elecronie surveillance
endfor physical searches for foreign intelligenee purposss. The 1,856 applications include
applications made solely for clectronic surveillance, spplications made solely for physical search,
nnd cambined applications requesting suthority for electronic surveillance and physizal ssaroh.
OF these, 1,789 applications included reguests for suthority to conduct electronic survallisce,

O these 1,789 spplications, one was withdrawn by the Govemment. The FISC did not
deny any applications in whale or in parl.

Much the same was true of 2011, when the NSA reported
1,676 applications; the FISA court, while modifying 30 of
them, “did not deny any applications in whole, or in part.”
The court’s subservience to the NSA is demonstrated by
other statistics as well. Here, for instance, is the FISA court’s
reaction over the last six years to various requests made by
the NSA under the Patriot Act to obtain the business records
—telephone, financial or medical—of US persons:

Gov't surveillance requests to FISA court

Number of business recards Number af requests
Year requests made by U.5. Gov't rejected by FISA court
2005 155
2006 43
2007 17
2008 E]
2008 21

2010 96
201 205

[Source: Documents released by ODNI, 18MNovi2013]

Thus, even in those limited cases when approval from the
FISA court is needed to target someone’s communications,
the process is more of an empty pantomime than a
meaningful check on the NSA.



Another layver of oversight for the NSA is ostensibly
provided by the congressional intelligence committees, also
created in the aftermath of the surveillance scandals of the
1970s, but they are even more supine than the FISA court.
While they are supposed to conduct “vigilant legislative
oversight” over the intelligence community, those
committees are in fact currently headed by the most devoted
NSA lovalists in Washington: Democrat Dianne Feinstein in
the Senate and Republican Mike Rogers in the House. Rather
than offer any sort of adversarial check on the NSA's
operations, the Feinstein and Rogers committees exist
primarily to defend and justifv anything the agency does.

As the New Yorker’s Ryan Lizza put it in a December 2013
article, instead of providing oversight, the Senate committee
more often “treats senior intelligence officials like matinée
idols.” Observers of the committee’s hearings on NSA
activities were shocked by how the senators approached the
questioning of NSA officials who appeared before them. The
“questions” typically contained nothing more than long
monologues by the senators about their recollections of the
0/11 attack and how vital it was to prevent attacks in the
future. The committee members waved away the opportunity
to interrogate those officials and perform their oversight
responsibilities, instead propagandizing in defense of the
NSA. The scene perfectly captured the true function of the
intelligence committees over the last decade.

Indeed, the chairs of the congressional committees have
sometimes defended the NSA even more vigorously than the
agency's officials themselves have done. At one point, in
August 2013, two members of Congress—Democrat Alan
Grayson of Florida and Republican Morgan Griffith of
Virginia—separately approached me to complain that the

House Permanent Select Committee on Intelligence was
blocking them and other members from accessing the most
basic information about the NSA. They each gave me letters
thev had written to the staff of Chairman Rogers requesting
information about NSA programs being discussed in the
media. Those requests were rebuffed again and again.

In the wake of our Snowden stories, a group of senators
from both parties who had long been concerned with
surveillance abuses began efforts to draft legislation that
would impose real limits on the NSA’s powers. But these
reformers, led by Democratic senator Ron Wyvden of Oregon,
ran into an immediate roadblock: counterefforts by the NSA's
defenders in the Senate to write legislation that would
provide only the appearance of reform, while in fact retaining
or even increasing the NSA’s powers. As Slate’s Dave Weigel
reported in November:

Critics of the NSA’s bulk data collection and surveillance programs
have never been worried about congressional inaction. They've
expected Congress to come up with something that looked like
reform but actually codified and excused the practices being
exposed and pilloried. That's what's always happened—every
amendment or reauthorization to the 2001 USA Patriot Act has
built more back doors than walls.

“We will be up against a ‘business-as-usual brigade’—made up
of influential members of the government’s intelligence leadership,
their allies in thinktanks [sic] and academia, retired government
officials, and sympathetic legislators,” warned Oregon Sen. Ron
Wyden last month. “Their endgame is ensuring that any
surveillance reforms are only skin-deep.... Privacy protections that
don't actually protect privacy are not worth the paper theyre
printed on.”

The “fake reform™ faction was led by Dianne Feinstein, the
very senator who is charged with exercising primary oversight



over the NSA. Feinstein has long been a devoted loyalist of
the US national security industry, from her vehement support
for the war on Iraq to her steadfast backing of Bush-era NSA
programs. (Her husband, meanwhile, has major stakes in
various military contracts.) Clearly, Feinstein was a natural
choice to head a committee that claims to carry out oversight
over the intelligence community but has for vears performed
the opposite function.

Thus, for all the government’s denials, the NSA has no
substantial constraints on whom it can spy on and how. Even
when such constraints nominally exist—when American
citizens are the surveillance target—the process has become
largely hollow. The NSA is the definitive rogue agency:
empowered to do whatever it wants with very little control,
transparency, or accountability.

Very broadly speaking, the NSA collects two types of
information: content and metadata. “Content” here refers to
actually listening to people’s phone calls or reading their
emails and online chats, as well as reviewing Internet activity
such as browsing histories and search activities. “Metadata”™
collection, meanwhile, involves amassing data about those
communications. The NSA refers to that as “information
about content (but not the content itself).”

Metadata about an email message, for instance, records
who emailed whom, when the email was sent, and the
location of the person sending it. When it comes to telephone
calls, the information includes the phone numbers of the
caller and the receiver, how long they spoke for, and often
their locations and the types of devices they used to
communicate. In one document about telephone calls, the

NSA outlined the metadata it accesses and stores:

W
4 Communications Metadata Fields in =
IQ ICREACH ®

[SHMF) NSA populates thesa fields in PROTON:
«  Calied & calling numbars; date, time & duration of call

(SHSIREL) ICREACH users will see ielephony metadata® in the following fields:
DATE & TIME IMEL = International Mobile Equipment
DURATION - Langth of Cali idapiifior |
CALLED NUMBER MEIS0N = Motile Subscriber Integrated
CALLING NUMBER Sorvicos Digital Noteork
CALLED FAX [C5lj = Called Subscribar MDN - Mobite Dialed Numbor
1o CLI ~ Call Ling Idontifer (Catler 1D)

TRANSMITTING FAX (TSI} - DSME = Doatination Short Messago
Tranamiting Subscriber 10 Enlity

IME] = Irtormationsl Mobile Subscribor QSME - Originating Short Mossage
Icdartifinr Entity

TME1 = Temporary Mobile Subscriber VLR - Visitas Locstlan Ragister
Identifios

| AT OO N | W DA RO TR

The US government has insisted that much of the
surveillance revealed in the Snowden archive involves the
collection of “metadata, not content,” trving to imply that this
kind of spying is not intrusive—or at least not to the same
degree as intercepting content. Dianne Feinstein has
explicitly argued in USA Today that the metadata collection
of all Americans’ telephone records “is not surveillance” at all
because it “does mnot collect the content of any
communication.”

These disingenuous arguments obscure the fact that
metadata surveillance can be at least as intrusive as content
interception, and often even more so. When the government
knows everyone you call and evervone who calls you, plus the
exact length of all those phone conversations; when it can list
every single one of vour email correspondents and every
location from where vour emails were sent, it can create a
remarkably comprehensive picture of vour life, vyour
associations, and your activities, including some of vour most



intimate and private information.

In an affidavit filed by the ACLU challenging the legality
of the NSA’s metadata collection program, Princeton
computer science and public affairs professor Edward Felten
explained why metadata surveillance can be especially
revealing:

Consider the following hvpothetical example: A voung woman calls
her gynecologist; then immediately calls her mother; then a man
who, during the past few months, she had repeatedly spoken to on

the telephone after 11pm; followed by a call to a family planning
center that also offers abortions. A likely storvline emerges that
would not be as evident by examining the record of a single

telephone call.

Even for a single phone call, the metadata can be more
informative than the call’s content. Listening in on a woman
calling an abortion clinic might reveal nothing more than
someone confirming an appointment with a generic-sounding
establishment (“*East Side Clinic” or “Dr. Jones’s office™). But
the metadata would show far more than that: it would reveal
the identity of those who were called. The same is true of

calls to a dating service, a gay and lesbian center, a drug
addiction clinic, an HIV specialist, or a suicide hotline.
Metadata would likewise unmask a conversation between a
human rights activist and an informant in a repressive
regime, or a confidential source calling a journalist to reveal

high-level wrongdoing. And if yvou frequently call someone
late at night who is not your spouse, the metadata will reveal

that, too. What’s more, it will record not only all the people
with whom you communicate and how often, but also all the
people with whom vour friends and associates communicate,
creating a comprehensive picture of vour network of contacts.

Indeed, as Professor Felten notes, eavesdropping on calls
can be quite difficult due to language differences, meandering
conversations, the use of slang or deliberate codes, and other
attributes that either by design or accident obfuscate the
meaning. “The content of calls are far more difficult to
analyze in an automated fashion due to their unstructured
nature,” he argued. By contrast, metadata is mathematical:
clean, precise, and thus easily analyzed. And as Felten put it,
it is often “a proxy for content™:

Telephony metadata can ... expose an extraordinary amount about
our habits and our associations. Calling patterns can reveal when
we are awake and asleep; our religion, if a person regularly makes

no calls on the Sabbath, or makes a large number of calls on
Christmas day; our work habits and our social aptitude; the
number of friends we have; and even our civil and political
affiliations.

In sum, writes Felten, “mass collection not only allows the
government to learn information about more people, but it
also enables the government to learn new, previously private
facts that it could not have learned simply by collecting the
information about a few, specific individuals.”

Concern about the many uses that the government could
find for this kind of sensitive information is especially
justified because, contrary to repeated claims from President
Obama and the NSA, it is already clear that a substantial
number of the agency’s activities have nothing to do with
antiterrorism efforts or even with national security. Much of
the Snowden archive revealed what can only be called
economic espionage: eavesdropping and email interception
aimed at the Brazilian oil giant Petrobras, economic
conferences in Latin America, energy companies in Venezuela



US-884 BLARNEY

(TS/ISI) US-984 (PDDG: AX) - provides collection
against DNR and DNI FISA Court Order authorized
communications.

(TS//SI) Key Targets: Diplomatic establishment,
counterterrorism, Foreign Government, Economic

Further evidence of the NSA’s economic interest appears in a

PRISM document showing a “sampling” of the “Reporting
Topics” for the week of February 2—8, 2013. A list of the types
of information gathered from wvarious countries clearly
includes economic and financial categories, among them
“energy,” “trade,” and “oil™:
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One 2006 memorandum from the global capabilities manager
of the agency’s International Security Issues (ISI) mission
spells out the NSA’s economic and trade espionage—against
countries as diverse as Belgium, Japan, Brazil, and Germany

—in stark terms:

(U) NSA Washington Mission

(U) Regional

{TS//5E) 151 15 responsible for 13 individual nation states in three continents. One
significant tie that binds all these countries ogether is their imponunee w US,
ecconomid, trade, and defense concems. The Western Europe and Strutegic
Partrerships division primarily focuses on foreign policy and trade activities of
Belgium, France, Germany, [taly, and Spain, as well as Brazil, Japan and Mexico,

{TS/{ST) The Energy snd Resource branch provides unique intelligence on
warldwide enérgy prodisction and development in key countries that affect the
world economy. Targets of current emphasis arc |GGG N
I . porting hias included the monitoring of
internotional investment in the encrgy seetors of turget eountries, electrical and
Supervisory Control and Data Acguisition (SCADA) upgrades, and computer
aided designs of projected energy projects,

Reporting on a group of GCHQ documents leaked by
Snowden, the New York Times noted that its surveillance
targets often included financial institutions and “heads of
international aid organizations, foreign energy companies
and a European Union official involved in antitrust battles
with American technology businesses.” It added that the US
and British agencies “monitored the communications of
senior European Union officials, foreign leaders including
African heads of state and sometimes their family members,
directors of United Nations and other relief programs [such
as UNICEF], and officials overseeing oil and finance
ministries.”

The reasons for economic espionage are clear enough.
When the United States uses the NSA to eavesdrop on the
planning strategies of other countries during trade and
economic talks, it can gain enormous advantage for American
industry. In 2009, for example, Assistant Secretary of State
Thomas Shannon wrote a letter to Keith Alexander, offering
his “gratitude and congratulations for the outstanding signals
intelligence support” that the State Department received
regarding the Fifth Summit of the Americas, a conference



devoted to negotiating economic accords. In the letter,
Shannon specifically noted that the NSA's surveillance
provided the United States with negotiating advantages over
the other parties:

The mare than 100
reports wie reccived from the NSA gave us doep insight into the plans and
intentions of other Summit participants, and ensured thit our diplomats were well
prepared to advise President Obama and Secretary Clinton on how to deal with
contentious issucs, such as Cuba, and interact with difficull counterparts, such as
Venezuelan President Chavesz.

The NSA is equally devoted to diplomatic espionage, as the
documents referring to “political affairs”™ demonstrate. One
particularly egregious example, from 2011, shows how the
agency targeted two Latin American leaders—Dilma Rousseff,
the president of Brazil, along with “her key advisers™; and
Enrique Penfia Nieto, then Mexico’s leading presidential
candidate (and now its president), along with “nine of his
close associates™—for a “surge” of especially invasive
surveillance. The document even features some of the
intercepted text messages sent and received by Nieto and a
“close associate™:
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(U//FOUOD) S2C42 surge effort
(U) Goal

(TS//SI/{REL) An increased understanding of the
communication methods and associated selectors of
Brazilian President Dilma Rousseff and her key advisers.
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(U//FOUD) S2C41 surge effort

(TS//SIFREL) NSA's Mexico Leadership Team (52C41) conducted a
two-week target development surge effort against one of Mexica's
leading presidential candidates, Enrique Pena Nieto, and nine of his
close associates. Nieto is considered by most political pundits to be
the likely winner of the 2012 Mexican presidential elections which are
to be held inJuly 2012, SATC leveraged graph analysis in the
development surge’s target development effort,

{U) Results

Y {S//SH//RELIBSAST Text messages
Interesting Messages

T RCILT W N L T LA, G, ASRT, AN, RO

(U) Conclusion

< (S//REL) Contact graph-enhanced filtering is a
simple yet effective technique, which may
allow you to find previously unobtainable
results and empower analytic discovery

9 (TS//SI//REL) Teaming with S2C, SATC was
able to successfully apply this technique
against high-profile, OPSEC-savvy Brazilian and
Mexican targets.
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One can speculate about why political leaders of Brazil
and Mexico were NSA targets. Both countries are rich in oil
resources. They are a big and influential presence in the
region. And while they are far from adversaries, they are also
not America’s closest and most trusted allies. Indeed, one
NSA planning document—entitled “Identifying Challenges:
Geopolitical Trends for 2014—2019"—list both Mexico and
Brazil under the heading “Friends, Enemies, or Problems?”
Others on that list are Egypt, India, Iran, Saudi Arabia,
Somalia, Sudan, Turkey, and Yemen.

But ultimately, in this case as in most others, speculation
about any specific target is based on a false premise. The NSA
does not need any specific reason or rationale to invade
people’s private communications. Their institutional mission
is to collect everything.

If anvthing, the revelations about NSA spying on foreign
leaders are less significant than the agency’'s warrantless
mass surveillance of whole populations. Countries have spied
on heads of state for centuries, including allies. This is
unremarkable, despite the great outery that ensued when, for
example, the world discovered that the NSA had for many
years targeted the personal cell phone of German chancellor
Angela Merkel.

More remarkable is the fact that in country after country,
revelations that the NSA was spying on hundreds of millions
of their citizens produced little more than muted objections
from their political leadership. True indignation came
gushing forward only once those leaders understood that
they, and not just their citizens, had been targeted as well.

Still, the sheer scale of diplomatic surveillance the NSA
has practiced is unusual and noteworthy. In addition to
foreign leaders, the United States has also, for example, spied

extensively on international organizations such as the United
Nations to gain diplomatic advantage. One April 2013 briefing
from SSO is typical, noting how the agency used its programs

to obtain the UN secretary general’s talking points prior to his
meeting with President Obama:

TOP SECRETHSINNOFORN

(U) OPERATIONAL
HIGHLIGHT

(TS//SI//NF) BLARNEY Team assists
S2C52 analysts in implementing
Xkeyscore fingerprints that yield
access to U.N. Secretary General
talking points prior to meeting with
POTUS.

TOPF SECRET/SINOFORN ]

Numerous other documents detail how Susan Rice, then
ambassador to the UN and now President Obama’s national
security adviser, repeatedly requested that the NSA spy on the
internal discussions of key member states to learn their
negotiation strategies. A May 2010 SSO report describes this
process in connection with a resolution being debated by the
UN that involved imposing new sanctions on Iran.



{5//51) BLARNEY Team Provides Qutstanding Support to Enable
N Securitv Council Collection

By | NAME REDACTED on 2@18-85-28 1438

(T5//SL//NF) With the UN vote on sanctions against Iran
approaching and several countries riding the fence on
making a decision, Ambassador Rice reached out to NSA
requesting SIGINT on those countries so that she could
develop & strategy. With the requirement that this be done
rapidly and within our legal authorities, the BLARNEY team
jumped in to work with organizations and partners both
internal and external to NSA.

(TS//SL//NF) As DGC, SV and the TOPIs aggressively worked
through the legal paperwark to expedite four new NSA FISA
court orders for Gabon, Uganda, Nigeria and Bosnia, BLARNEY
Operations Division personnel were behind the scenes
gathering data determining what survey information was
available or could be obtained via their long standing FBI
contacts. As they worked to obtain information on both the
UN Missions in NY and the Embassies in DC, the target
development team greased the skids with appropriate data
flow pérsonnel and all preparations were made to ensure
data could flow to the TOPIs as soon as possible. Several
personnel, one from legal team and one from target
development team were called in on Saturday 22 May to
support the 24 hour drill legal paperwork exercise doing
their part to eénsure the orders were ready for the NSA
Director's signature early Monday morning 24 May.

(S//5I) With 0GC and SV pushing hard to expedite these four
orders, they went from the NSA Director for signature to
Dol for SECDEF signature and then to DOJ for signature by
the FISC judge in record time. ALl four orders were signed
by the judge on Wednesday 26 May! Once the orders were
received by the BLARNEY legal team, they sprumg into action
parsing these four orders plus another "normal™ renewal in
oné day. Parsing five court orders in one day — a HLARMNEY
record! As the BLARMEY legal team was busily parsing court
orders the BLARNEY access management team was working with
the FBI to pass tasking information and coordinate the
engagement with telecommunications partners.

A similar surveillance document from August 2010 reveals
that the United States spied on eight members of the UN
Security Council regarding a subsequent resolution about
sanctions on Iran. The list included France, Brazil, Japan, and
Mexico—all considered friendly nations. The espionage gave
the US government valuable information about those
countries’ voting intentions, giving Washington an edge when
talking to other members of the Security Council.

TOP SHCRETACOMINTANOPORN

August 2010

(UAFOLUD) Sitent Success: SIGINT Synergy Helps Shape US
Forcign Policy

[T5/ /517 /NF) AL the outset of these lengthy negotiations, 55A had sustained collection against
France
Japan, Mexico, Brail

[T/ {55/ fREL) In late spring 2000, eleven branches across five Product Lines teamed with N84
enablers to provide the maost current and accurate information to USUN and other castomers on ow
UREC membors would vote on the Iran Sanctions Resalution Noting that lran continued its non-
campllance with previows UNSC resolutions concerning its nuclear program, the UN imposed further
sanctiong an 9 June 2000 SIGINT was key in Keeping USUN informed of how the ather memberk of the
UREC waukd vote

TS5/ 50 TREL] Tha resatution was .:dupl:l:d by twelwe votes for, o n;.:l.n.ﬂ. {Brazil and Tu rl:l.-y:l..nmd
one abitention fram Lebanon. Arcording to USUIN. SIGINT “Relped me to know when the ather Peemreps
[Permanent Representatives] were telling the truthe. rowealed thelr real pesition on sanctions.. gave us
an upper hand in Aégoniations_. and provided information on various conntries red lines™

To facilitate diplomatic spying, the NSA has gained various
forms of access to the embassies and consulates of many of
its closest allies. One 2010 document—shown here with some
countries deleted—lists the mnations
structures inside the United States were invaded by the
agency. A glossary at the end explains the various types of
surveillance used.

whose diplomatic
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Some of the NSA's methods serve all agendas—economic,
diplomatic, security, and obtaining an all-purpose global
advantage—and these are among the most invasive, and



hypocritical, in the agency’s repertoire. For years, the US
government loudly warned the world that Chinese routers
and other Internet devices pose a “threat” because they are
built with backdoor surveillance functionality that gives the
Chinese government the ability to spy on anyvone using them.
Yet what the NSA’s documents show is that Americans have
been engaged in precisely the activity that the United States
accused the Chinese of doing.

The drumbeat of American accusations against Chinese
Internet device manufacturers was unrelenting. In 2012, for
example, a report from the House Intelligence Committee,
headed by Mike Rogers, claimed that Huawei and ZTE, the
top two Chinese telecommunications equipment companies,
“may be violating United States laws™ and have “not followed
United States legal obligations or international standards of
business behavior.” The committee recommended that “the
United States should view with suspicion the continued
penetration of the U.S. telecommunications market by
Chinese telecommunications companies.”

The Rogers committee voiced fears that the two
companies were enabling Chinese state surveillance,
although it acknowledged that it had obtained no actual
evidence that the firms had implanted their routers and other
svstems with surveillance devices. Nonetheless, it cited the
failure of those companies to cooperate and urged US firms
to avoid purchasing their products:

Private-sector entities in the United States are strongly encouraged
to consider the long-term security risks associated with doing
business with either ZTE or Huawei for equipment or services.
U.S. network providers and systems developers are strongly
encouraged to seek other vendors for their projects. Based on
available classified and unclassified information, Huawei and ZTE

cannot be trusted to be free of foreign state influence and thus
pose a security threat to the United States and to our systems.

The constant accusations became such a burden that Ren
Zhengfei, the sixty-nine-year-old founder and CEO of
Huawei, announced in November 2013 that the company was
abandoning the US market. As Foreign Policy reported,
Zhengfei told a French newspaper: “If Huawei gets in the
middle of U.S-China relations,” and causes problems, ‘it’s not
worth it.”

But while American companies were being warned away
from supposedly untrustworthy Chinese routers, foreign
organizations would have been well advised to beware of
American-made ones. A June 2010 report from the head of
the NSA’s Access and Target Development department is
shockingly explicit. The NSA routinely receives—or intercepts
—routers, servers, and other computer network devices being
exported from the United States before they are delivered to
the international customers. The agency then implants
backdoor surveillance tools, repackages the devices with a
factory seal, and sends them on. The NSA thus gains access to
entire networks and all their users. The document gleefully
observes that some “SIGINT tradecraft ... is very hands-on
(literally!)™:
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Eventually, the implanted device connects back to the NSA
infrastructure:
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Among other devices, the agency intercepts and tampers
with routers and servers manufactured by Cisco to direct
large amounts of Internet traffic back to the NSA's
repositories. (There is no evidence in the documents that
Cisco is aware of, or condoned, these interceptions.) In April
2013, the agency grappled with technical difficulties involving
the intercepted Cisco network switches, which affected the

BLARNEY, FAIRVIEW, OAKSTAR, and STORMBREW
programs:
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It is quite possible that Chinese firms are implanting
surveillance mechanisms in their network devices. But the
United States is certainly doing the same.

Warning the world about Chinese surveillance could have
been one of the motives behind the US government’s claims
that Chinese devices cannot be trusted. But an equally
important motive seems to have been preventing Chinese
devices from supplanting American-made ones, which would

have limited the NSA’s own reach. In other words, Chinese
routers and servers represent not only economic competition



but also surveillance competition: when someone buys a
Chinese device instead of an American one, the NSA loses a
crucial means of spying on a great many communication
activities.

* * *

If the quantity of collection revealed was already stupefying,
the NSA’s mission to collect all the signals all the time has
driven the agency to expand and conquer more and more
ground. The amount of data it captures is so vast, in fact, that
the principal challenge the agency complains about is storing
the heaps of information accumulated from around the globe.
One NSA document, prepared for the Five Eves SigDev
Conference, set forth this central problem:
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The Challenge
Collection is outpacing our ability to ingest, process and

store to the “norms” to which we have become
accustomed.

The story goes back to 2006, when the agency embarked
on what it called “Large Scale Expansion of NSA Metadata
Sharing.” At that point, the NSA predicted that its metadata
collection would grow by six hundred billion records every
year, growth that would include one to two billion new
telephone call events collected every single day:
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By May 2007, the expansion had evidently borne fruit: the
amount of telephone metadata the agency was storing—
independent of email and other Internet data, and excluding
data the NSA had deleted due to lack of storage space—had
increased to 150 billion records:
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Once Internet-based communications were added to the mix,
the total number of communication events stored was close
to 1 trillion (this data, it should be noted, was then shared by



the NSA with other agencies).

To address its storage problem, the NSA began building a
massive new facility in Bluffdale, Utah, that has as one of its
primary purposes the retention of all that data. As reporter
James Bamford noted in 2012, the Bluffdale construction will
expand the agency’s capacity bv adding “four 25,000-square-
foot halls filled with servers, complete with raised floor space
for cables and storage. In addition, there will be more than
000,000 square feet for technical support and
administration.” Considering the size of the building and the
fact that, as Bamford says, “a terabyte of data can now be
stored on a flash drive the size of a man’s pinky,” the
implications for data collection are profound.

The need for ever-larger facilities is particularly pressing
given the agency’s current invasions into global online
activity, which extend far beyond the collection of metadata
to include the actual content of emails, Web browsing, search
histories, and chats. The key program used by the NSA to
collect, curate, and search such data, introduced in 2007, is X-
KEYSCORE, and it affords a radical leap in the scope of the
agency s surveillance powers. The NSA calls X-KEYSCORE its
“widest-reaching” system for collecting electronic data, and
with good reason.

A training document prepared for analysts claims the
program captures “nearly everything a typical user does on
the internet,” including the text of emails, Google searches,
and the names of websites visited. X-KEYSCORE even allows
“real-time” monitoring of a person’s online activities,
enabling the NSA to observe emails and browsing activities as
they happen.

Bevond collecting comprehensive data about the online
activities of hundreds of millions of people, X-KEYSCORE

allows any NSA analyst to search the system’s databases by
email address, telephone number, or identifving attributes
such as an IP address. The range of information available and

the basic means an analyst uses to search it are illustrated in
this slide:
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Another X-KEYSCORE slide lists the various fields of
information that can be searched via the program’s “plug-
ins.” Those include “every email address seen in a session,”
“every phone number seen in a session” (including “address
book entries™), and “the webmail and chat activity™:



-ins

Plug-in

The program also offers the ability to search and retrieve
embedded documents and images that were created, sent, or

received:
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Other NSA slides openly declare the all-encompassing
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global ambition of X-KEYSCORE:

Why are we interested in HTTP?
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Because nearly everything a typical user
does on the Internet uses HTTP
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Why are we interested in HT TP?

* Almost all web-browsing uses HTTP:
* Internet surfing
Webmail (Yahoo/Hotmail/Gmailfete.)
OSSN (Facebook/MySpacefetc:)
Internet Searching (Google/Bingfetc.)
Online Mapping {Google Maps/Mapquest/etc.)

The searches enabled by the program are so specific that any
NSA analyst is able not only to find out which websites a
person has visited but also to assemble a comprehensive list
of all visits to a particular website from specified computers:



XKS HTTP Activity Search

Another common guery is analysts who
want to see all traffic from a given IP
address (or [P addresses) to a specific
website.

XKS HTTP Activity Search

For example let's say we want to see
all traffic from IP Address 1.2.3.4 to
the website wwwwehsiie. com
While we can just put the IP address
and the “host” into the search form,
remember what we saw before about
the various host names for a given
website

Most remarkable is the ease with which analysts can
search for whatever they want with no oversight. An analyst
with access to X-KEYSCORE need not submit a request to a
supervisor or any other authority. Instead, the analyvst simply
fills out a basic form to “justify” the surveillance, and the
system returns the information requested.
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In the first video interview he gave when in Hong Kong,
Edward Snowden made an audacious claim: “I, sitting at my
desk, could wiretap anvone, from you or vour accountant, to a
federal judge or even the president, if I had a personal email.”
US officials vehemently denied that this was true. Mike
Rogers expressly accused Snowden of “lving,” adding, “It’s
impossible for him to do what he was saying he could do.”
But X-KEYSCORE permits an analyst to do exactly what
Snowden said: target any user for comprehensive monitoring,
which includes reading the content of their emails. Indeed,
the program lets an analyst search for all emails that include
targeted users in the “cc” line or mention of them in the body
of the text.

The NSA’s own instructions for searching through emails
demonstrate just how simple and easy it is for analysts to
monitor anvone whose address they know:
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One of X-KEYSCORE’s most valuable functions to the o
NSA is its abilitv to surveil the activities on online social Serch Valoo:
networks (OSNs), such as Facebook and Twitter, which the st

agency believes provide a wealth of information and “insight
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Perhaps the most remarkable fact about X-KEYSCORE is
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» (1) Location and Travel Information
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X-KEYSCORE “stores the full-take content for 3—5 days,
effectively ‘slowing down the internet,””—meaning that
“analvsts can go back and recover sessions.” Then “content
that is ‘interesting’ can be pulled out of X-KEYSCORE and
pushed to Agility or PINWALE,” storage databases that
provide longer retention.
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X-KEYSCORE's ability to access Facebook and other social
media sites is boosted by other programs, which include
BLARNEY, allowing the NSA to monitor a “broad range of

Facebook data via surveillance and search activities™:

{TSFSSI//NF)] BLARNEY Exploits the Social Network via
Expanded Facebook Collection

By [ mowms | on 2011-83-14 8737

(TS//SLA/NF) 550 HIGHLIGHT - BLARNEY Exploits the Social
MNetwork wia Expanded Facebook Collection

(T5//51//WF) On 11 March 2811, BLARNEY began delivery of
substantially improved and more complete Facebook content.
This is a major leap forward in NSA's ability to exploit
Facebook wsing FISA and FAR authorities. This effort was
initiated in partnership with the FBI six sonths ago to
address an unreliable and incosplete Facebook collection
systes. NSA is now able to access a broad range of Facebook
data via surveillance and search activities. OPIs are
excited about receiving many content fields, such as chat,
on a sustalned bazis that had previously only been
accasionally available. Sose content will be complefely néw
including subscriber videos. Taken together, the new
Facebook collection will provide 8 robust SIGINT
opportunity against ocufr targets — from geolocatrion based on
their IP addresses and user agent, to collection of all of
their private messages and profile fnformation. Multiple
eleménts across MNSA partnered Lo ensure the successful
delivery of this data. An MS5A representative at FBI
ceordinated the rapid development of the collection system;
550"s PRINTAURA teadm wrote néw software and made

configurat lon changes; C(ES modified their protocol
exploitation systems and the Technology Directorate fast-
tracked upgrades to their data presentation tools so that
0PIs could view the data properly.

In the UK, meanwhile, the GCHQ’s Global
Telecommunications Exploitation (GTE) division has also
devoted substantial resources to the task, detailed in a 2011
presentation to the annual Five Eves conference.
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Exploiting Facebook traffic in the
passive environment to obtain
specific information
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» Targets increasing usage of Facebook,
BEBO, MySpace etc.
= A very rich source of information on targets:
* Personal details
* 'Pattern of Life’
» Connections to associates
* Media
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The GCH(Q has paid special attention to weaknesses in
Facebook’s security system and to obtaining the kind of data
that Facebook users attempt to shield:
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» Many targets on Facebook lock down
their profiles, so it is not possible to view
all of their information...

But passive offers the opportunity to
collect this information by exploiting
inherent weaknesses in Facebook's
security model.
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In particular, the GCHQ has found vulnerabilities in the
network’s system for storing pictures, which can be used to
gain access to Facebook IDs and album images:
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» Weaknesses
« Assumed Authentication
+ Security through obscurity
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Bevond social media networks, the NSA and the GCHQ
continue to look for any gaps in their surveillance net, any
communications that remain outside their grasp, and then
develop ways to bring them under the agencies’ watchful eye.
One seemingly obscure program demonstrates this point.

Both the NSA and GCHQ have been consumed by their
perceived need to monitor Internet and phone
communications of people on commercial airline flights.
Because these are rerouted via independent satellite systems,
they are extremely difficult to pinpoint. The idea that there is
a moment when someone can use the Internet or their phone

without detection—even for just a few hours while flying—is
intolerable to the surveillance agencies. In response, they
have devoted substantial resources to developing systems
that will intercept in-flight communications.

At the 2012 Five Eyes conference, the GCHQ presented an
interception program named Thieving Magpie, targeting the
increasingly available use of cell phones during flights:

NAME & DONTACT INFORMATION
REDACTED
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*Many airlines are offering on-board mobile
phone services, particularly for long haul and
business class (list is growing)

At least British Airways are restricting the
service to data and SMS only — no voice
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The proposed solution envisioned a system to ensure
complete “global coverage™:



REDACTED

*Global coverage via SOUTHWINDS is
planned in the next year
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Substantial headway has been made to ensure that certain
devices are susceptible to surveillance on passenger jets:

S

«Currently able to produce events for at least
Blackberry phones in flight

*Able to identify Blackberry PIN and
associated Email addresses

*Tasked content inte datastores, unsclected Lo
Xkeyscore, further details of usage available
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*We can confirm that targets selectors are on board
specific Mlights in near real time, cnabling
surveillance or arrest teams to be put in place in
advance

*If they use data, we cin also recover email
address’s, Facebook Ids, Skype addresses ete
*3pecific aircraft can be tracked approxamately every
2 minutes whilst in flight
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A related NSA document presented at the same conference,
for a program entitled Homing Pigeon, also describes efforts
to monitor in-air communications. The agency’s program was
to be coordinated with the GCHQ, and the entire system
made available to the Five Eyes group.
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(U) ANALYTIC DRIVER (CONT.)
LI{S//SI//REL FVEY) Analytic Question

Given a G5M handset detected on a known
aircraft flight, what is the likely identity (or
identities) of the handset subscriber (and vice-
versa)?

LI(TS//SI//REL FVEY) Proposed Process

Auto correlation of G5M handsets to subscribers
observed on two ar more flights.

(U) GOING FORWARD
CHTS//SI/REL FVEY) SATC will complete development
once a reliable THIEVING MAGPIE data feed has been
established
LTS//SI//REL FVEY) Once the QFD is complete, it will
be available to FVEY users as a RESTiul web service,
JEMA companent, and a light weight web page

LD (TS//51//REL FVEY) If the 52 QFD Review Panel elects
to ask for HOMING PIGEON to be made persistent,

its natural home would be incorporation into
FASTSCOPE

There is remarkable candidness, within parts of the NSA,
about the true purpose of building so massive a secret
surveillance system. A PowerPoint presentation prepared for
a group of agency officials discussing the prospect of
international Internet standards gives the unvarnished view.



The author of the presentation is an “NSA/SIGINT National
Intelligence Officer (SINIO) for Science and Technology,” a
self-described “well trained scientist and hacker.”

The blunt title of his presentation: “The Role of National
Interests, Money, and Egos.” These three factors together, he
says, are the primary motives driving the United States to
maintain global surveillance domination.

"
Ut

Oh Yeah...

= Put Money, National Interest, and
Ego together, and now you' re talking
about shaping the world writ large.

What country doesn 't want to make
the world a better place... for
itself?

He notes that US dominance over the Internet has given the
country substantial power and influence, and has also
generated vast profit:
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What' s the Threat?

s Let’ s be blunt — the Westam World
(especially the US) gained influence and
magde a ot of money via the drafting of
aarlier standards.

The LIS was the major pla]yer in shiaping
laday's Internat. Thus resulled in pervaswa
exporiation of American cullure as well as
lﬂ{:i'lnmﬂgg It also resulted in a lot of monay
being made by US entities,

Such profit and power have also inevitably accrued, of
course, to the surveillance industry itself, providing another
motive for its endless expansion. The post-g/11 era has seen a
massive explosion of resources dedicated to surveillance.

Most of those resources were transferred from the public
coffers (i.e., the American taxpayer) into the pockets of
private surveillance defense corporations.

Companies like Booz Allen Hamilton and AT&T employ
hordes of former top government officials, while hordes of
current top defense officials are past (and likely future)
emplovees of those same corporations. Constantly growing
the surveillance state is a way to ensure that the government
funds keep flowing, that the revolving door stays greased.
That is also the best way to ensure that the NSA and its
related agencies retain institutional importance and influence
inside Washington.

As the secale and ambition of the surveillance industry has
grown, so has the profile of its perceived adversary. Listing
the various threats supposedly facing the United States, the
NSA—in a document entitled “National Security Agency:
Overview Briefing"—includes some predictable items:
“hackers,” “criminal elements,” and “terrorists.” Revealingly,
though, it also goes far broader by including among the
threats a list of technologies, including the Internet itself:

:} THE THREAT TODAY
Internet

Hackers

Wireless

High-Speed
Circuits

Insiders ¢

Pagers

Facsimile

Satellite

The Internet has long been heralded as an unprecedented



instrument of democratization and liberalization, even
emancipation. But in the eyes of the US government, this
global network and other tyvpes of communications
technology threaten to undermine American power. Viewed
from this perspective, the NSA’s ambition to “collect it all” at
last becomes coherent. It is vital that the NSA monitor all
parts of the Internet and any other means of communication,
so that none can escape US government control.

Ultimately, bevond diplomatic manipulation and
economic gain, a system of ubiquitous spying allows the
United States to maintain its grip on the world. When the
United States is able to know everything that evervone is
doing, sayving, thinking, and planning—its own citizens,
foreign populations, international corporations, other
government leaders—its power over those factions is
maximized. That’s doubly true if the government operates at
ever greater levels of secrecy. The secrecy creates a one-way
mirror: the US government sees what everyvone else in the
world does, including its own population, while no one sees
its own actions. It is the ultimate imbalance, permitting the
most dangerous of all human conditions: the exercise of
limitless power with no transparency or accountability.

Edward Snowden’s revelations subverted that dangerous
dvnamic by shining a light on the system and how it
functions. For the first time, people everyvwhere were able to
learn the true extent of the surveillance capabilities amassed
against them. The news triggered an intense, sustained
worldwide debate precisely because the surveillance poses
such a grave threat to democratic governance. It also
triggered proposals for reform, a global discussion of the
importance of Internet freedom and privacy in the electronic
age, and a reckoning with the vital question: What does

limitless surveillance mean for us as individuals, in our own
lives?



